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Foreword

In October 1997, Police and Drugs: A Report of an Investigation of Cases Involving
Queensland Police Officers, prepared by The Honourable W JCarter QC, was presented
to the Queendand Parliament by the Criminal Justice Commission (CJC). This report
emphasised that a mix of investigative and preventive strategies was required to deal
effectively with the problem of police involvement in the drug trade.

On the invegtigative side, it was important for the CJC to continue with the proactive
strategies used in the Police and Drugs Inquiry, both to facilitate the detection of corrupt
activities and to deter those officers who might be tempted to become corrupt. On the
preventive side, the Queendand Police Service (QPS) needed to devel op better systems
and procedures in order to reduce the opportunities for police to act corruptly.

It is pleasing to report, some 20 months after the tabling of Mr Carter’s report, that
significant progress has been made on both fronts.

Asaresult of increased funding from Government, the CJC has been ableto set up and
resource a permanent proactive investigative unit broadly along the lines proposed by
Mr Carter. This unit has followed through on prosecutions arising from the Police and
Drugs Inquiry, has initiated a large number of new operations and appears to be having
avauable deterrent effect.

The QPS, for its part, has either adopted or is committed to implementing the maority
of the recommendations for system improvement made by Mr Carter, and has shown a
real commitment to improving ethica standards within the Service.

There are some matters on which the CJC and QPS disagree. In particular, the CJC
considersthat there should be tighter controls over police accessto computer databases
and the use of email, and is concerned by the lack of progress made by the Servicein
developing an automatic rotation policy for officers working in high-risk areas and
work units. However, overal, the CJC has been encouraged by the response of the QPS
and its willingness to address the problems identified in the report.

The Fitzgerald Inquiry highlighted the damage that can be done to public confidence in
police and the morale of the vast mgjority of honest officers when some police become
involved in corrupt activity. Ensuring that corrupt police are identified and removed
from the QPS and that effective control and monitoring systemsarein placeare, therefore,
matters of the highest priority for the CJC.

We will continue to work cooperatively with the QPS to advance these objectives.

BRENDANBUTLER SC
Chairperson
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Executive summary

Thisreport provides an update on the implementation of the recommendations of Police
and Drugs: A Report of an Investigation of Cases | nvolving Queend and Police Officers
(1997), prepared by The Honourable W J Carter QC pursuant to section 33 of the
Criminal Justice Act 1989.

Police and Drugs arose from investigations conducted under the general banner of
‘Project Shield’. These investigations focused on allegations that corrupt police were
engaged in drug dedling, including the protection of organised criminal activity within
the drug trade, and stealing legdlly confiscated drugs and drug-related money.

This follow-up report sets out the rationae for each recommendation made in Police
and Drugs, indicatesthe action taken so far and, where appropriate, recordsthe comments
of the Crimina Justice Commission (CJC).

Establishment of a proactive investigation unit

Recommendation 1 of Police and Drugs identified aneed for a permanent, adequately
staffed and resourced investigation unit, which would employ a proactive, intelligence-
driven approach rather than just react to complaints. Project Shield, and the proactive
investigations that led to its establishment, demonstrated that such a unit would be
more effective than merely reacting to complaints of misconduct and would aso be
more cost-effective in the long run.

Onemillion dollarswas added to the CJC base budget all ocation for 1998-99to facilitate
implementation of this recommendation. This was less than the amount requested by
the CJC, but indicated a firm commitment by Government to this area of investigation.
The funding has enabled the establishment of a permanent multidisciplinary team (based
on the modd specified in Police and Drugs but approximately two-thirds the size) and
asmall target devel opment team under the supervision of aPrincipa Intelligence Anayst.

The following outcomes have been achieved to date through Project Shield:

» Six police officers who were investigated during the Police and Drugs Inquiry have
been convicted and imprisoned, two have been dismissed and another who was the
subject of disciplinary action has resigned. Thirty-one civilians have been convicted
of offences arising from operations conducted during the Inquiry and, of these,
seven have received terms of imprisonment. Eleven of those charged have yet to be
dealt with. The prosecution of these often complex matters has required asubstantial
commitment from Shield investigators.

» Forty-four operations have been conducted, of which 17 are till in progress. In
addition, Shield has undertaken scores of investigations throughout the State into
complaints made to the CJC of police misconduct.

» CJCsurveysof First Year Constables show that police consider thereisavery high
probability that activities such as ‘skimming from drug exhibits will be detected.
This is indicative evidence that the Police and Drugs Inquiry and the activities of
Project Shield are contributing to the deterrence of corrupt conduct.

» Consderable intelligence has been generated for use by the CJC's Intelligence
Division to build up profiles of possible targets and to develop indicators for
identifying areas of potential risk. In addition, issues identified by Shield
investigations have been referred to the Research and Prevention Division for the
purpose of developing appropriate corruption prevention strategies.

vii
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Legislative amendments
Police and Drugs recommended legidative changein three areas:

» amendment of the Criminal Justice Act and passage of appropriate complementary
State legidation to allow telecommunications interception by the CJC

» amendment of the Criminal Justice Act to prohibit any person who is served witha
notice to produce under section 69 of the Act from informing any other person of
the fact of such service

» provision of statutory protection to covert police officers/operatives (CPOs).

None of these recommendations has yet been implemented, although the CJC
understandsthat al are currently being considered by Government. Interested agencies
have also made submissions to Government in support of the need for
telecommunications interception powers and legidation for covert police officers.

Handling of high-risk property
Police and Drugs identified numerous instances where procedures relating to the

seizure, handling and storage of high-risk property, including drugs and money, were
inadequate. The report made several recommendations to remedy these deficiencies.

In 1997, the QPS commenced a comprehensive examination of its existing property
systems (Project Alchemy). The fina report, containing 67 recommendations, was
endorsed at the QPS Senior Executive Conference in April 1999. The CJC is satisfied
that the recommendations of this review, once implemented, will effectively address
the concernsraised in Police and Drugs.

Personnel management issues

Automatic rotation and Commissioner’s discretion to transfer
Recommendation 6 of Police and Drugs proposed that:

* appointmentsto any areaor location in the QPS be for a maximum of seven years
service

e the Commissioner of Palice have the unfettered discretion to transfer any officer
from alocation or areaif, in the Commissioner’s opinion, it isin the best interests
of the QPS that such atransfer occur.

This recommendation was underpinned by a concern that it was easier for suspect
police officers to form and maintain improper associations if they remained in the same
place for an extended period. It was argued in the report that regular rotation would
reduce the opportunities for developing such associations. Giving the Commissioner
an unfettered power to transfer would assist in disrupting inappropriate relations where
there was insufficient evidence to warrant criminal or disciplinary proceedings against
the officer concerned.

The QPS has indicated that a blanket policy of automatic rotation after seven years
would place an excessive cost and administrative burden on the Service, would be
unnecessarily rigid and would have a damaging effect on officer morale. The CJC
acknowledges that there would be difficulties with implementing such a policy in full,
but considers that it would be practical to enforce a maximum tenure policy in those
areas and work units that are identified as high-risk areas for corruption and official
misconduct. The CJC will continue to hold discussions with the QPS on this matter.

viii
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Implementation of the second part of recommendation 6 requires amendment of the
Police Service Administration Act 1990. It is not clear at this stage whether the QPS
intends to seek the necessary amendments. The CJC's view is that the Commissioner
should be given the power to quickly transfer officers who are integrity risks, subject to
there being appropriate safeguards to minimise the risk of this authority being misused.
The CJC considers that there would aso be merit in giving the Commissioner of Police
a power to dismiss, as well as transfer, officers who are deemed to be a significant
integrity risk (asis now the case in New South Wales and Victoria).

Integrated drug and alcohol policy

Police and Drugs observed that recreational use of prohibited drugs by Queendand
police was probably widespread, particularly among younger officers. The report also
noted that the use of alcohol and prescription drugs is of concern for policing
organisations in general. To address these problems the report proposed that the QPS
adopt an integrated drug and acohol policy, the eements of which would include:

* aninitid extensive drug and alcohol education program
* theintroduction of random and targeted alcohol and drug testing

» provision for counselling and the imposition of sanctions under appropriate
circumstances.

By the time this recommendation was made, the QPS had aready commenced work on
these and related issues. In May 1998, aworking party (with CJC representation) was
created to develop a comprehensive drug and acohol policy for police officers and
staff members. The working party has produced a set of discussion papers, including
one on drug and acohol testing, and conducted statewide consultations. Allowing for
the phased introduction of the policy and the necessity for legidative amendments, the
working party expects complete introduction of the policy within three years.

Given the complexity and sendgitivity of the issues involved, the CJC considers that
implementation of this recommendation is progressing satisfactorily.

Training and education of CPOs

Recommendation 13 of Police and Drugs wasthat the QPS review its proceduresfor
training CPOs and evaluate whether sufficient emphasis was being given to the need
for adoption of proper ethical standards upon the reintegration of CPOs to mainstream
policing. This recommendation was prompted by evidence uncovered through Project
Shield that there was widespread use and abuse of illicit drugs by police officers who
were former CPOs, and ongoing — and improper — associations between former
CPOs and criminals in the drug trade.

In December 1997, QPS senior management formed a committee to address the issue
of the reintegration of CPOs. The CJC has seen the draft report prepared by this
committee and is satisfied that a comprehensive review of CPO recruitment, selection,
training and education has been completed. An informal reintegration program,
established last year by the QPS, also appears to be operating successfully. Overal, the
CJC considers that satisfactory progress is being made by the QPS in tackling issues
relating to the management and reintegration of CPOs.
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Other risk management initiatives

Establishment of an Informant Management Plan

The CJC's invedtigations during the Police and Drugs Inquiry disclosed that some
officers occasionally used contact with informants to mask inappropriate and corrupt
associations. In response to these findings, Police and Drugs recommended that the
QPS, as a matter of urgency, establish an Informant Management Plan of the kind
recently implemented in the New South Wales Police Service. Such a plan would
ensure that there would be better documentation — and greater scrutiny — of contacts
between informants and police officers.

This recommendation has not yet been implemented, but the QPS has advised that: (i)
acommittee has been formed to review the current policy and (ii) asenior police officer
has been appointed to overview the process. A fina report on this review is expected
by February 2000.

The CJC considers the devel opment and implementation of an Informant Management
Plan to be an important priority for the QPS and will continue to monitor progressin this
area.

Use of computer facilities

The Police and Drugs Inquiry gave examples of police officers accessing computer
databases and using email facilities for improper reasons. Police and Drugs
recommended that these areas of risk be combated by:

* inserting a screen that requires the person accessing data to state his’her purpose
for making the check and, if the check is made on behaf of another person, the
identity of that person, including user ID

o egtablishing a full audit trail for email.

The QPS has indicated that it does not propose to implement either recommendation at
this stage because it feels such procedures would be expensive, place a substantial
strain on the computer system and would be of little effect in deterring and detecting
misuse of the system.

The CJC considers that these arguments are not persuasive as far as the proposal to
introduce a security screen for recording reasons for transactions is concerned. Project
Shield investigations and CJC complaints data indicate that improper and illegal
accessing of databases isacommon occurrence. No system can guarantee that abuses
of this kind will not occur; however, imposing a requirement to record reasons for
access would be an improvement on having no deterrent at al and would help ensure
that officers requesting another person to conduct an inquiry ontheir behaf areidentified
and questioned as to their reason for access. The cost of compliance could be kept to
acceptable levels by such design features as pull-down menus and/or standard
identification codes.

The CJC accepts that at present there are substantial practical obstacles for the QPS
adopting a full audit trail for email, but it is important that this facility be incorporated
into the design of any new system. Until this system has been developed, the QPS
should use random rotationa audits (which the QPS does have the capacity to do) so
the prevalence and type of misuse can be determined to inform future discussions and
decisions.
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Developing risk management practices

Three recommendations of Police and Drugs were directed at improving risk
management within the QPS. These arose from the recognition that many of the
problems identified in the report could have been avoided with proper management
and effective supervision.

Since the release of Police and Drugs, the QPS has taken steps to ensure that greater
emphasis is given to risk management, including the creation of a full-time position
within the QPS responsible for this area. The CJC fully supports the initiatives taken
and will continue to work with the QPS to improve risk management practices.

Future directions

The CJC will monitor progress in relation to those recommendations that have been
formally adopted by the QPS and will provide what assistance it can to facilitate their
implementation. We will aso continue to advocate those recommendations that have
not been accepted by the QPS or where, in our view, there has been inadequate progress.
Implementation of those recommendations that require legidative change is a matter
for Government and Parliament.

Xi
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Introduction

The purpose of this report is to document the status of the 14 recommendations made
in Police and Drugs: A Report of an Investigation of Cases I nvolving Queensland
Police Officers(1997),! which was prepared by The Honourable W J Carter QC pursuant
to section 33 of the Criminal Justice Act 1989. These recommendations, designed to
improve risk management practices in the Queensland Police Service (QPS) and the
process by which police corruption is investigated, were developed in response to the
problems encountered during the CJC's investigation of alleged police involvement in
the drug trade. The recommendations were directed to the QPS, the Criminal Justice
Commission (CJC) and the State Government.

Under section 21(1)(a) of theCriminal Justice Act, the CIJC hasagenera responsibility
to:

continually monitor, review and, if the Commission considers it necessary, initiate
reform of the administration of criminal justice.

Section 23 of the Act provides that:

The responsibilities of the commission include —

(e) researching, generating and reporting on proposals for reform of the criminal law
and the law and practice relating to enforcement of, or administration of, criminal
justice, including assessment of relevant initiatives and systems outside the State;

(i) overseeing reform of the police service;

(I) taking such action as the commission considers to be necessary or desirable in
respect of such matters as, in the commission’s opinion, are pertinent to the
administration of criminal justice.

In accordance with these responsibilities the CJC has prepared this follow-up report to
inform Parliament on the responses made so far by the CJC, the QPS and the Government
to the recommendations of the Police and Drugs report.

Background to Police and Drugs

Since its establishment, the CJC has persistently received complaints regarding the
unlawful involvement of police officersin drug-related misconduct. By 1995, areview
of complaints information found that the names of particular QPS employees alegedly
involved in corrupt drug activity regularly reappeared. The senior management of the
QPS was a'so concerned with the variety and number of complaints relating to police
involvement with drugs and the ‘drug trade’.

It soon became apparent from the CJC review that reacting to individual complaints
was not an effective way of dealing with what appeared to be agrowing problem within
the QPS. Suspected corrupt activity within the QPS required a proactive approach to
ensure acomprehensive response.

In July 1995, the Director of the Officia Misconduct Divison (OMD), which is the
investigative arm of the CJC, proposed that the CJC and the QPS undertake a joint
covert operation.

* Referredto throughout thisreport as Policeand Drugs
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Major covert operations were commenced by the CJC in August and September 1995
and February 1996. All of these operations concerned a suspicion that police officers
were protecting drug traffickers. Other investigations were to follow, including an
investigation into an alegation that two senior QPS officers were protecting a Gold
Coast drug desler from prosecution.?

In September 1996, the CIC commenced Project Shield with the support of staff and
capital provided by the QPS. All investigations then current concerning the unlawful
involvement of police in drug-related activity were brought together under this one,
proactive, intensive and largely covert operation.

On 26 September 1996, the CJC contracted a former judge of the Supreme Court of
Queendand, The Honourable W J Carter QC, to review current investigations concerning
alleged police corruption and to give ongoing advice to the CJC on the future conduct
of Project Shield.

By memorandum dated 21 October 1996, Mr Carter advised:

There can be no doubt that there are clear indications of corrupt police activity in drug
dealing and/or in the protection of significant organised criminal activity involving the
drugtrade.

Mr Carter went on to endorse the investigative processes which the CJC had set in
place and to flag the need for investigative hearings to aid Project Shield investigations.

On 29 October 1996, the CJC resolved to conduct an investigation into cases of aleged
or suspected misconduct by members of the QPS concerning those members:

e being in possession of, supplying, producing or trafficking in dangerous drugs

» associating with and supplying officia information to persons possessing, supplying,
producing or trafficking in dangerous drugs to assist them in avoiding apprehension
or prosecution for such activities

» engaging in acts of officid corruption, perversion of justice and like offences in
connection with persons mentioned above and associates of those persons.

The CJC concluded that it was necessary to engage the services of an independent
quaified person to conduct the investigation, to hold public and private hearings as
necessary and to report to the CJC on these matters. Mr Carter was appointed to discharge
these responsihilities.

Investigations under Project Shield were conducted by a multidisciplinary team with
investigative staff supported by lega officers, intelligence anaydts, financia anaysts,
surveillance and technical staff, an exhibit officer and administrative support staff.

Shortly after Mr Carter’s appointment, Operation Jetski began and, during his tenure,
other operations and investigations commenced.

The Police and Drugs Inquiry (conducted by Mr Carter) opened in January 1997.
Evidence was heard in private and public on 74 days, 84 witnesses were examined and
129 summonses were issued.

In October 1997, the CJC tabled the Police and Drugs report in Parliament. The CJC
media rel ease on 22 October 1997 reported that by that time:

¢ three police officers had been charged with official corruption relating to the
acceptance of money to protect drug deal ersfrom prosecution (two of these officers
were also charged with perjury relating to their evidence before the CJC)

2 Theinvestigation concluded with the all egations against the two officers being unsubstantiated.
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 three officers had been dismissed from the QPS

+ theDirector of Public Prosecutions (DPP) was considering criminal charges against
three police officers

 reports recommending disciplinary action against three other officers had been sent
to the Commissioner of Police

» aformer officer had been charged with four counts of official corruption and two
counts of perjury

» the CJC was still preparing at least six other reports recommending criminal and/or
disciplinary charges against six other officers

» seven civilians had been charged with drug trafficking and three of them had aso
been charged with official corruption involving their association with police officers.

Police and Drugs detailed the sequence of events and the various operationsleading up
to its release in October 1997 before focusing on the issues that emerged from the
investigations. The report made 14 recommendations designed to:

» minimise the risk of official misconduct by adopting comprehensive corruption
prevention policies and workplace practices within the QPS and

» improve the investigative process through changes to relevant legidation and the
establishment within the CJC of a permanent proactive investigation unit.

The recommendations were directed to the QPS, CJC and State Government.

Methodology
To prepare this follow-up report, the following sources of information were used:

*  QPS updates (provided regularly to the CJC) on the progress of implementation of
the relevant recommendations

» perusal of meeting minutes for groups/working parties involved in the
implementation of particular recommendations

» examination of correspondence between the QPS and CJC on issues relating to
particular recommendations

» CJC correspondence with relevant Government ministers.

Wherenecessary, mestingswere conducted with QPSand CJC staff to obtain therequired
information. Relevant public reports were examined and, in some cases, CJC media
releases, as well as transcripts from the Police and Drugs Inquiry.

The QPS was a so given the opportunity to comment and to correct any inaccuraciesin
the final draft.

Structure of follow-up report

To improve the readability of this follow-up report, the recommendations of Police
and Drugs have been organised thematically rather than sequentidly.

Section1l Theestablishment of a proactiveinvestigation unit (pp. 8-12)
Recommendation 1

Section2  Legidativeamendments(pp. 13-15)
Recommendations 2, 3 and 14
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Section3  Handling of high-risk property (pp. 16-18)
Recommendations 5, 8(ii), 8(iii), 8(vi), 8(vii), 9, 10 and 11

Section4  Personnel management issues(pp. 19-29)
Recommendations 6, 12 and 13

Section5  Other risk management initiatives (pp. 30-37)
Recommendations 4, 7, 8(i), 8(iv) and 8(v)

Where recommendations have two or more parts, these are dealt with separately. For
each recommendation (or part) the report initially sets out the rationale for the
recommendation. Thisisfollowed by a discussion of its‘status — that is, what action
has occurred so far in response to the recommendation. Where appropriate, the comment
of the CJC is aso recorded.

The full sequentid list of recommendations from Police and Drugs, including brief
status summaries, is shown on the following pages (pp. 5-7).
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Status of Police and Drugs recommendations:
A summary

Recommendation 1 — Establish an anti-corruption unit [ see section 1, p. 8]

That the Commission establish, as a matter of urgency, a permanent anti-corruption unit
... which will have an ongoing proactive investigative focus, which will be intelligence-
rather than complaint-driven and which will, therefore, havethe capacity to deal presently
and effectively with any corrupt activity in the Queensland Police Service whether in
relation to drugs or otherwise. Thisunit, if itisto be an effective counter to corruptionin
the Queensland Police Service, must have availableto it sufficient resourcesto allow the
designed structure to be implemented and the preferred methodology to be adopted.

Status: Unit has been established.

Recommendation 2— Per mit telecommunicationsinter ception [ seesection 2, p. 13]

That the Criminal Justice Act beamended to all ow telecommunicationsinterception and/
or that appropriate complementary State legislation be enacted which complies with
section 35 of the Telecommunications (Interception) Act (Cwith).

Status: Government is considering a joint submission from the CJC, QPS and
Queensland Crime Commission (QCC) to amend this legislation.

Recommendation 3— Amend section 69 of theCriminal Justice Act (regarding
noticesto produce) [ see section 2, p. 14]

That the Criminal Justice Act be amended to prohibit any person who is served with a
notice under section 69 of the Act from informing any other person of the fact of such
service.

Status: Government is considering a CJC submission to amend this legislation.

Recommendation 4 — Establish an I nformant M anagement Plan [ see section 5,
p. 30]

That the Queensland Police Service, as a matter of urgency, establish an Informant
Management Plan of thekind recently implemented in the New South Wales Police Service.

Status: The QPS has established a committee to review the current policy (to be
completed by February 2000).

Recommendation 5 — Review proceduresfor handling of high-risk property [see
section 3, p. 16]

That the Queensland Police Service, asamatter of urgency, review its current procedures
in respect of the seizure of cash money. Such procedures should, asaminimum requirement,
include aprovision that upon the seizure of cash money the money passimmediately into
the custody of a Commissioned Officer or of anindependent and reputable member of the
community.

Status: The QPS has committed itself to introducing practices and policies to
implement this recommendation.

Recommendation 6 — (i) Enfor ce maximum tenur e[ see section 4, p. 19]

That appointmentsto any location or areain the Queensland Police Service carry a stated
and explicit direction that any officer may expect a minimum of three (3) years' service
and a maximum of seven (7) years’ service at any such location or area ...




Status of recommendations: A summary

Recommendation 6 — (ii) Commissioner to have discretion to transfer officers
[seesection 4, p. 22]

... but subject to the Commissioner of Police having the unfettered discretion to transfer
any officer from alocation or areaif, in the Commissioner’s sole discretion, it isin the
best interests of the Queensland Police Service that such transfer occur and that such
transfer be not subject to costly, cumbersome and time-consuming reviews.

Status: The QPS has not implemented this recommendation.

Recommendation 7 — (i) I nstall acomputer accesssecurity screen and (i) establish
afull audit trail for email [ see section 5, pp. 32—34]
That those responsible for the management of the QPS computerised information system
urgently consider:

« theinsertion of ascreen which requiresthe person accessing datato state the purpose
for which the check has been made and, if the check is made on behalf of another
person, theidentity of that person and that person’suser |D

 establishing a full audit trail for electronic mail.

Status: The QPS has not implemented this recommendation.

Recommendation 8 — Handling of high-risk property and risk management
strategies
That the Queensland Police Service reassess and critically appraise its supervisory and
risk management practices with the assistance of the Criminal Justice Commission’s
Corruption Prevention Division2in the course of which consideration should begivento
the following:

(i)  The Criminal Justice Commission and the Queensland Police Service should jointly
study anti-corruption techniques, particularly those which include the value of the
role of supervision in improving officer skills designed to reduce the incidence of
corruption. [ see section 5, p. 36]

(ii) The Queensland Police Service operational procedures relating to property should
be completely reviewed so as to focus on how best to preserve the property for
evidentiary purposesfrominitial contact tofinal disposal. At present, the procedures
seem to focus only on the role of the persons performing the storage job at the
declared property point. [ see section 3, p. 16]

(iii) The Queensland Police Service should determine appropriate standards to ensure
that property isappropriately preserved and recorded. All property pointsshould be
provided with minimum standard issues of equipment necessary to assist with
property preservation and facilities for accurately weighing the quantity of drug
seizures. [ see section 3, p. 16]

(iv) TheQueensland Police Service Ethical Standards Command should be encouraged
to continue to reinforce the need for better understanding of the process of risk
management where it relates to investigations, with the focus placed more sharply
on the processes adopted by the individual officer in the individual case. [see
section 5, p. 36]

(v) Processes for improved supervision and risk management should be marketed as
methods which the Queensland Police Service wishes to adopt so as to assist
individual members with ‘integrity preservation’ rather than allow them to be seen
merely as cumbersome and restrictive practices. [ see section 5, p. 36]

(vi) The Queensland Police Service should examine the feasibility of establishing a
computer-generated tracking system from seizure to destruction. [ seesection 3, p. 16]

(vii) Current legislation and procedures should be reviewed to facilitate the early
identification and destruction of drug seizures. [ see section 3, p. 16]

3 The Corruption Prevention Division merged with the Research Division in 1998 to form the Research and
Prevention Division.
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Status: The QPS has commenced programs and processes to address parts (i),
(iv), and (v) and has committed itself to introducing practices and policies to
implement parts (i), (iii), (vi) and (vii).

Recommendation 9 — Handling of high-risk property [ see section 3, p. 16]

That the Queensland Police, in association with the Departments of Justice and of Health,
urgently review the procedures for the retention, sampling and transfer of seized drug
material from one agency within the criminal justice system to another and, in the course
of such review, consider the feasibility of establishing a computer-generated bar code
tracking system of identification from seizure to destruction.

Status: The QPS has committed itself to introducing practices and policies to
implement this recommendation.

Recommendation 10 — Handling of high-risk property [ see section 3, p. 16]

That the Queensland Police Service, in association with any other relevant department,
examinethefeasibility of establishing asystem for the early identification and destruction
of drugs seized. Such examination should include a review of current legislation and
procedures with a view to facilitating the early identification and destruction of drugs
seized and intended for use as exhibits.

Status: The QPS has committed itself to introducing practices and policies to
implement this recommendation.

Recommendation 11— Handling of high-risk property [ see section 3, p. 16]

That the Queensland Police Service adopt the recommendationsin thereport prepared by
the Commissioner’s Inspectorate; The State Drugs Assessment.

Status: The QPS has committed itself to introducing practices and policies to
implement this recommendation.

Recommendation 12 — Develop an integrated drug and alcohol policy [see
section 4, p. 24]

That the Queensland Police Service develop an integrated Drug and Alcohol Policy for
its members.

Status: The QPS has commenced development of a comprehensive policy.

Recommendation 13 — Train and educate covert police officer s[ see section 4,
p. 26]

That the Queensland Police Service review the procedures for the training and education
of covert police officers and evaluate the level of emphasis currently being given to the
need for adoption of proper ethical standards upon the reintegration of the covert police
officer to mainstream policing.

Status: The QPS has developed a comprehensive draft policy for the recruitment,
selection, training, education and reintegration of covert police officers. Some of
the strategies outlined in the draft policy have already been implemented.

Recommendation 14 — Protect covert policeofficer s [ see section 2, p. 14]

That covert police officers be afforded the benefit of statutory protection of the kind
provided for by section 4 of the Criminal Law (Undercover Operations) Act 1995 (SA).

Status: Government is considering a joint submission from the QCC, CJC, QPS
and National Crime Authority (NCA).
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Section 1: The establishment of a proactive
Investigation unit

Recommendation 1: Establish an anti-corruption unit

That the Commission establish, as a matter of urgency, a permanent anti-corruption
unit ... which will have an ongoing proactive investigative focus, which will be
intelligence- rather than complaint-driven and which will, therefore, have the
capacity to deal presently and effectively with any corrupt activity in the Queensland
Police Service whether in relation to drugs or otherwise. This unit, if it is to be an
effective counter to corruption in the Queensland Police Service, must have
available to it sufficient resources to allow the designed structure to be implemented
and the preferred methodology to be adopted.

Rationale

Recommendation 1 of Police and Drugs identified a need for apermanent, adequately
staffed and resourced investigation unit, which would employ a proactive, intelligence-
driven approach rather than just react to complaints. Project Shield, and the proactive
investigations that led to its establishment, demonstrated that such a unit would be
more effective than merely reacting to complaints of police misconduct and that it
would aso be more cost-effective in the long run (p. 76).

Status

The CJC made asubmission for supplementary funding in the 1997-98 mid-year budget
review and for the 1998-99 budget year to enable full implementation of this
recommendation. As a result of submissions made by the CJC to the Cabinet Budget
Committee for the Government’s 1998-99 budget, one million dollars was provided
for the enhancement of proactive investigations into police corruption. This was less
than the amount requested, but indicated a firm commitment by Government to the
continuation of this area of investigation. The one million dollars was added to the
CJC base dlocation.

The CJC’'s commitment to sophisticated investigations in this area has been maintained,
dthough further funding would be required to fully implement the complete modd as
specified in chapter 10 of Police and Drugs.

In terms of the structure of the unit proposed in recommendation 1, the CJC has:

* made Project Shield a permanent, multidisciplinary team (based on the model
proposed in Police and Drugs but approximately two-thirds the size) to conduct
both proactive and complaint-driven investigations into unlawful drug-related police
misconduct

» established a smal target-development team under the supervision of a Principal
Intelligence Anayst

¢ formed a Management Committee consisting of the Director and Deputy Director
of OMD, the Director and Chief Superintendent of Operations, the Director of the
Intelligence Division, the Executive Legal Officer and the Superintendent of
Operations

» broadened the responsibilities of the unit to include investigations in certain
circumstances into alegations of officia misconduct by public sector officers.
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Since the establishment of Project Shield as a permanent investigation unit within the
CJC, six police officers who were investigated during the Police and Drugs Inquiry
have been convicted and imprisoned. Two other officers have been dismissed for
disciplinary reasons. Another officer, who was the subject of disciplinary action, has
resigned. One former police officer has been charged with six counts of official
corruption and two counts of perjury. Thirty-one civilians have been convicted of
offences arising from operations conducted during the course of the Inquiry, of whom
seven have been sentenced to terms of imprisonment. Eleven of those charged have yet
to be dedlt with.

The prosecution of these often complex matters has required a substantial commitment
from Shidd investigators. Additional investigations, preparation of witness statements,
compilation of briefs of evidence and court attendance (as well as attending to ongoing
investigations and prosecutions arising from those matters) have largely been the
responsibility of those who have remained in the Shield team.

Project Shield has conducted 44 operations since its inception. Of those, 17 are till in
progress. In addition, Shield has conducted scores of investigations throughout the
State into complaints made to the CJC concerning police misconduct.

The Shield team’s primary focus is on complex, long-term investigations. The nature
and complexity of the investigative response to any given alegation or suspicion depend
on factors such as:

 thetype of suspected misconduct

» whether the misconduct is ongoing

 the number of suspectsinvolved

* the success of previous investigations, if any, into the suspect
* the extent to which the suspect is aware of the CJC’ sinterest

* the prospects of success of a particular strategy.

The case studies on page 11 describe some of the investigative strategies implemented
by the team and the outcomes achieved.

An objective in establishing high profile anti-corruption strategies such as Project Shield
is not only to investigate past and present corrupt activities by police, but also to deter
officers who may be tempted to become involved in such activities in the future. In this
respect, the Police and Drugs Inquiry and the investigations of Project Shield serve as
a constant reminder to police officers that they may be targeted for proactive
investigations.

Deterrent effectsareinherently difficult to measure, but someindicative dataare available
from surveys which the CJC has been conducting since 1995 of police officers
perceptions and views of misconduct and the disciplinary process.* These surveys are
administered annually to First Year Constables who have been ‘in the field' as
operational policefor around six months. The surveysinclude a series of scenarios (see
gppendix A) describing different types of improper behaviour by police. Respondents
are asked to rate the seriousness of the behaviour described in the scenarios as perceived
by (i) themsdves, (ii) a ‘typica officer’ and (iii) the genera public. They are also
asked to rate the likelihood of being caught committing acts of misconduct described in
each scenario on ascale of 1 (very unlikely) to 7 (very likely).

4 Detailed reports of thisresearch can be obtained by contacting the CJC directly.
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Case Study A

The CJC received information that a serving QPS officer was using and dealing in
the dangerous drug amphetamine. Investigations conducted by the CJC provided
sufficient grounds on which to obtain the authority of the Supreme Court to install
listening devices in certain places. Other covert investigative techniques were
also employed. The officer was later charged with two counts of supplying
dangerous drugs. He was sentenced to four years’ imprisonment and ordered to
pay a pecuniary penalty in the sum of $2,850.00. The DPP has also approved a
charge of supplying a dangerous drug against the person who supplied the officer
with the amphetamine.

Case Study B

The CJC received information that a serving QPS officer was supplying dangerous
drugs to others. As inquiries tended to corroborate the allegations, the CJC
conducted an integrity test on the officer.® Items of value, including cash, and
items consistent with a person’s involvement in drugs were left where the officer
would find them. The officer stole the items, instead of dealing with them in
accordance with the law and his duty as a police officer. He was subsequently
charged with stealing. He resigned from the QPS and later pleaded guilty to the
offence.

CaseStudy C

The CJC received information that a serving QPS officer was an associate of a
suspected drug offender. The officer was employed in a very sensitive position
and had access to highly protected material. CJC investigations revealed that
there were extensive communications between the officer and the suspected
offender and that the officer had conducted searches on the QPS database in
respect of that person. Sufficient grounds were found to obtain the authority of the
Supreme Court to install listening devices in certain places and other covert
investigative techniques were also employed. The CJC passed false information
to the officer about the suspected offender’s criminal activity and was later able to
prove that he passed that information directly to the suspected offender. Following
a series of investigative hearings and disciplinary interviews, a report was provided
to the Deputy Commissioner of Police on the officer's conduct. The Deputy
Commissioner dismissed him from the QPS.

Case Study D

The CJC received a complaint that a civilian had reported finding some cannabis
plants on a remote property belonging to a police officer. According to the
complainant the officer seized the plants; however, there is no record of the plants
being entered into appropriate police records nor any record of their destruction.
The officer gave a number of conflicting versions of the matter to CJC investigators.
A brief of evidence has been sent to private counsel for an opinion as to whether
sufficient evidence exists to charge the officer with official misconduct.

During the course of the investigation, the CJC discovered that the subject officer
had been told by an officer serving at another station that the subject officer had
been accused by a named informant of supplying dangerous drugs. This
information had never been passed onto the CJC by either officer. In addition, by
supplying the subject officer with the name of a drug informant, the other officer
may have offended against the provisions of the Drugs Misuse Act 1986 which
protect the identity of such informants. Private counsel has the view that there is
sufficient evidence on which to charge the officer with official misconduct.

5 Anintegrity test involves creating asituation that enables the investigating authority to observe whether the
subject of thetest reacts appropriately.
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After the Police and Drugs Inquiry had commenced, a scenario was added to the survey
describing an incident of an officer ‘skimming’ (stealing) drugs from a large quantity
of drugs that were seized by police. The addition of this item has enabled police views
towards acts of misconduct relating to drugs to be compared with their views of other
acts of misconduct.

As shown in figure 1, the police officers who responded to the survey considered that
the likelihood of an officer being caught ‘ skimming from drug exhibits' is substantially

higher than for other forms of serious misconduct such as stealing cigarettes from a
crime scene, assaulting an offender in custody, misusing confidential information or

‘verballing’ .6 Because the drugs scenario was not added until after the Police and Drugs
Inquiry commenced, it is not possible to say with certainty that officers' perceptions of

therisk of detection have changed asaresult of the Inquiry and the subsequent activities
of Project Shield. However, theresults of the surveys provide at least primafacie evidence
that these initiatives have had a deterrent effect. The CJC's Research and Prevention
Divison will continue to monitor police attitudes to ascertain if this apparent effect is
sustained over time.

Project Shield has also made an important contribution to the work of other divisons
within the CJC. For example, the project has generated considerable intelligence, which
is held and analysed by the Intelligence Division. Intelligence anadysis has been used to
build up profiles of possble targets and to develop indicators for identifying areas of
potentia risk. The Intelligence Division has also used the data generated by Project
Shield to examine the nexus between corrupt activity and organised crime. In addition,
issuesidentified through Shield investigations have been referred to the CJC' s Research
and Prevention Division for the purpose of developing appropriate corruption prevention
strategies.

In summary, Project Shield has contributed to the objectives of the CJC by:

 conducting proactive operations and investigating complaints of serious misconduct
by police officers and public sector officers

 contributing to the deterrence of corrupt conduct by police

» generating intelligence and research data which contribute to an overall
understanding of corrupt police activity

» asssting in the development of indicators which identify areas of potential risk

» preparing briefs and offering ongoing support for prosecutions arising from its
investigations.

¢ ‘Verballing' isaterm used to describe a situation where a police officer fabricates aconfession (or parts of) by
the suspect.
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Figure 1 — Average likelihood of ‘getting caught’ committing acts of misconduct
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Average likelihood of ‘getting caught’
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Stedling cigarettes Assaulting offender Verballing Misusinginfo. Skimming drugs
n=268 n=267 n=267 n=268 n=267
Scenario

Source:  CJC, unpublished data.
Notes:
1 Respondentswere First Y ear Constableswith six months operational policing experience.
2 Scenariosare contained in appendix A.
3 lindicates‘very unlikely’ and 7 ‘very likely’.
4. N = number of respondents who answered the question.
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Section 2: Legislative amendments

Recommendations 2, 3 and 14 of Police and Drugs caled for legidative changes
concerning (i) telecommunications interception, (ii) notices to produce and (iii) covert
police officers.

Recommendation 2: Permit telecommunications
interception

That the Criminal Justice Act be amended to allow telecommunications interception
and/or that appropriate complementary State legislation be enacted which complies
with section 35 of the Telecommunications (Interception) Act (Cwilth).

Rationale

Currently, the CJC, QPS and other Queendland law enforcement agencies may use
listening devices (with the approva of the Supreme Court), but cannot intercept
telecommunications, even though the latter investigative tool has anumber of important
advantages over the former. A telecommunications interception is, first of al, a more
effective investigative tool than a listening device because it dlows both sides of a
telephone conversation to be monitored (Police and Drugs, p. 22).

In many instances, telecommunications interception is aso less intrusive because it
monitors specific conversations rather than all the activity in the subject premises and
all the conversations between those peopl e occupying the place at thetime. Furthermore,
it is not necessary for investigators to enter private premises when establishing a
telecommunication interception, as is normally the case when installing a listening
device.

Telephone interceptions are also more cost-effective — it has been estimated that the
costs of maintaining a listening device can be up to three times greater than maintaining
a telecommunications interception (Barrett Review 1994).

The proposal to extend the power of the CJC to intercept telephone conversationsis not
new and has previoudy been endorsed by the Parliamentary Criminal Justice Committee
(PCJIC) initsreview of the CJC' sreport Telecommunications | nter ceptionsand Criminal
Investigation in Queensland (Report No. 29), dated 18 May 1995. Furthermore, all
other jurisdictions, except for Tasmania, have been granted these powers.

Status

The CJC, QPS and QCC have made a joint submission to the Minister for Police and
Corrective Services recommending that legisation be introduced to empower these
agenciesto lawfully intercept telecommunications. The submission includes a letter of
support from the NCA, which aready has the power to intercept telecommunications.
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Recommendation 3: Amend section 69 of the Criminal
Justice Act (regarding notices to produce)

That the Criminal Justice Act be amended to prohibit any person who is served
with a notice under section 69 of the Act from informing any other person of the
fact of such service.

Rationale

Section 69 of the Criminal Justice Act permits the Chairperson of the CJC, in certain
circumstances, to issue a‘ notice to produce’ to a person, which requires that person to
furnish material in aid of a CJC investigation. These notices necessarily contain details
of the subject matter of the investigation so that the person on whom the notice is
served is able to respond to the demand adequately.

At present the CJC is unable to prohibit the person on whom the notice is served from
publishing the fact that it has been served or, what is more important, publishing the
contents of the notice. In many CJC investigations, particularly covert operations of
the kind conducted in Project Shield, publication of the notice would fatally compromise
the investigation by aerting the subject of the investigation to the CIC's interest.

The risk of compromise has often left the CIC with no choice but to delay issuing the
notice. This means that essential investigations cannot be pursued simultaneoudy with
other inquiries.

Status

The CJC understands that the Government is currently considering this proposed
amendment.

Recommendation 14: Protect covert police officers

That covert police officers be afforded the benefit of statutory protection of the
kind provided for by section 4 of the Criminal Law (Undercover Operations) Act
1995 (SA).

Rationale

Undercover agents (also known as covert police operatives or CPOs) frequently make
‘controlled’ purchases of drugs from people engaged in unlawful drug-related activity.
Law enforcement agenciesthe world over have long used such investigative techniques
as ameans of obtaining evidence of crimina offences. The High Court has recognised
that ‘the effective investigation by police of some types of crimina activity may
necessarily involve subterfuge, deceit and the intentional creation of the opportunity
for the commission by a suspect of acriminal offence’ .’

CPOs can be used to good effect not only in drug offences. For example, a CPO may
pose as a purchaser of stolen goods or as a crimina seeking to avoid detection by
bribing police.

Civilian informants can aso be used for much the same purpose. Often, thisis the only
viable investigative strategy as the civilian may be trusted by the target of the operation
because of past association or because the civilian has a criminal record.

7 Rv. Ridgeway (1995) 184 CLR 19.
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The difficulty confronting law enforcement agencies in Queendand is that CPOs and
civilian informants do not have any statutory protection for criminal conduct engaged
in solely for the purpose of obtaining evidence againgt the targets of the operation.
Section 7 of the Queensland Criminal Code operatesto render such persons principal
offenders or aiders of the very criminal activity they are investigating.

Therefore, at present CPOs and informants who act as undercover agentsarein amost
precariouslega position in Queendand. Their only protection liesin the DPP exercising
his discretion not to prosecute. Indeed, supervisors in the law enforcement agencies
who purport to authorise the unlawful conduct engaged in by CPOs and informants are
themselves liable to prosecution as parties to the offences committed by those CPOs
and informants.

Another difficulty for law enforcement agencies is that, in certain circumstances,
evidence obtained in thisway may be excluded by the court in the exercise of itsgenera
discretion to exclude evidence unfairly or unlawfully obtained.

Parliaments in a number of jurisdictions have enacted legislation to protect law
enforcement officers — and the civilians who assist them — who engage in unlawful
conduct during an authorised undercover operation.

Status
There has been no legidative action as yet to implement this recommendation.

On 17 March 1998, the CJC wrote to the Attorney-General and Minister for Justice
urging the introduction of appropriate legidation.

In its March 1998 submission to the PCJIC's three-yearly review of the CJC, the CJC
sought the support of the Committee in recommending that this legidation be introduced
in Queendand as a matter of urgency. The Committee concurred with the CIC's
submission (June 1998) and further recommended that appropriate provisions be
developed in consultation with the CJC, QCC, QPS, NCA and PCJC.

By letter dated 31 March 1999, the QCC advised the CJC that ajoint submission from
the QCC, CJC, QPS, and NCA had been sent to the Minister for Police and Corrective
Services.
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Section 3: Handling of high-risk property

Recommendations 5, 8(ii), 8(iii), 8(vi), 8(vii), 9, 10 &11:
Property management

Recommendation 5— That the Queensland Police Service, as a matter of
urgency, review its current procedures in respect of the seizure of cash money.
Such procedures should, as a minimum requirement, include a provision that
upon the seizure of cash money the money pass immediately into the custody of
a Commissioned Officer or of an independent and reputable member of the
community.

Recommendation 8(ii) — That the Queensland Police Service operational
procedures relating to property should be completely reviewed so as to focus on
how best to preserve the property for evidentiary purposes from initial contact to
final disposal. At present, the procedures seem to focus only on the role of the
persons performing the storage job at the declared property point.

Recommendation 8(iii) — That the Queensland Police Service determine
appropriate standards to ensure that property is appropriately preserved and
recorded. All property points should be provided with minimum standard issues of
equipment necessary to assist with property preservation and facilities for
accurately weighing the quantity of drug seizures.

Recommendation 8(vi) — That the Queensland Police Service should examine
the feasibility of establishing a computer-generated tracking system from seizure
to destruction.

Recommendation 8(vii) — That current legislation and procedures should be
reviewed to facilitate the early identification and destruction of drug seizures.

Recommendation 9 — That the Queensland Police, in association with the
Departments of Justice and of Health, urgently review the procedures for the
retention, sampling and transfer of seized drug material from one agency within
the criminal justice system to another and, in the course of such review, consider
the feasibility of establishing a computer-generated bar code tracking system of
identification from seizure to destruction.

Recommendation 10 — That the Queensland Police Service, in association with
any other relevant department, examine the feasibility of establishing a system
for the early identification and destruction of drugs seized. Such examination should
include a review of current legislation and procedures with a view to facilitating
the early identification and destruction of drugs seized and intended for use as
exhibits.

Recommendation 11 — That the Queensland Police Service adopt the
recommendations in the report prepared by the Commissioner’'s Inspectorate:
The State Drugs Assessment.

16



Police and Drugs: A follow-up report

Rationale

Police and Drugsidentified numerousinstanceswhere proceduresrel ating to the seizure,
handling and storage of high-risk property, including drugs and money, were inadequate
to protect the integrity of officers responsible for property management. The report’s
recommendations were aimed at ensuring these deficiencies were addressed.

Status

In 1997, a comprehensive examination of existing property management systems in
the QPSwas commenced (Project Alchemy). Thisreview was prompted by the concerns
highlighted in the QPS interna report, The State Drugs Assessment, regarding the
management of high-risk property. Police and Drugs commented on and supported the
findings of this report (recommendation 11). The Commissioner of Police determined
that there needed to be a comprehensive review of property management practices
beyond those considered in The State Drugs Assessment and Police and Drugs.

In November 1998, the fina report of this review was released in confidence® The
report contains 67 recommendations for the improvement of the QPS property
management system. The CJC has been advised that all of the recommendations were
endorsed at the Senior Executive Conference held in March 1999. Some of the
recommendations provide pragmatic solutions to operational problems, while others
are aimed at introducing major corporate policy changes.

Implementation of these recommendations will make the practices of the QPS in the
handling of property more transparent and will ensure greater legal defensibility of
property management procedures. After the full implementation of the Project Alchemy
recommendations, the QPS will have procedures that will withstand rigorous externa
scrutiny and which will set anew benchmark in risk management procedures for other
police jurisdictions in Augtrdia.

All of the recommendationsfrom Police and Drugs have corresponding Project Alchemy
recommendations, except for number 5, which requires that, upon the seizure of cash,
the cash should pass immediately into the custody of a Commissioned Officer or an
independent and reputable member of the community. The QPS has considered the
recommendation and concluded as follows:

» Thereis a substantia financia cost to providing commissioned officers to attend
each search for the purpose of receiving seized cash.

* Such a requirement may result in police deliberately not performing high-risk
seizures because to do so would:

— be too onerous
— cause deprivation of liberty of persons for an unnecessarily long time
—reduce the time available to hold a person in custody for questioning.

* The use of an independent person would have workplace health and safety
conseguences because it would entail acivilian entering a crime scene where his or
her safety could be put at risk.

» Withtherange of other risk management practices being adopted, police are making
appropriate risk assessments and, when time and circumstances permit, are using
extra corroborative practices to ensure that the property’ sintegrity (aswell astheir
own) is preserved.

& ‘Project Alchemy: Final Report of the Comprehensive Examination of the Queensland Police Service Property
Management Processes’, In Confidence, Inspectorate and Eval uation Branch, Ethical Standards Command,
November 1998.
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The QPS has aso concluded that Project Alchemy’s recommended use of an audit
exhibit bag contributes to minimising the risk of improper conduct — the argument
being that, from the time that the item goes into the bag, the quantity is preserved.

CJC comment

The CJC has examined the recommendations of Project Alchemy and is satisfied that
they effectively address the concernsraised in Police and Drugs and the findings of
The Sate Drugs Assessment.

Although it is always safer risk management practice to have an independent person
(commissioned officer or externd individual) to account for money and drugs upon
seizure (as suggested in recommendation 5), the CJC accepts there are difficulties in
following this procedure on every occasion, because of the high number of emergency
searches and the sometimes remote | ocations where searches are conducted. Thiswas
also acknowledged in Police and Drugs (p. 52):

There will be times where the seizure of money occurs at night or in circumstances of
poor lighting or in adverse circumstances whereit will beimpracticable toimmediately
count money. Again, the seizure may occur at some place where aCommissioned Officer
is not readily available. Furthermore, the circumstances may be such that it would be
unwiseto have present an unarmed lay person. All of these difficultiesare recognised.
On the other hand, there will be many cases — and each case cited falls into this
category — wherethere will be no problemin ensuring the presence of aCommissioned
Officer or other reputable independent person who can assume responsibility for
overseeing the seizure of the money and the adoption of the required money-handling
procedures.

The CJC is satisfied with the QPS response to recommendation 5 provided the
recommendations of Project Alchemy are implemented and officers seek corroboration
for the seizure of both money and drugs where it is possible and appropriate.
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Section 4. Personnel management issues

Recommendations 6, 12 and 13 relate to the management of personnel.

Recommendation 6(i): Enforce maximum tenure

That appointments to any location or area in the Queensland Police Service carry
a stated and explicit direction that any officer may expect a minimum of three (3)
years’ service and a maximum of seven (7) years’ service at any such location or
area.

Rationale
Police and Drugs (p. 53) noted that:

One striking feature of the Project Shield experienceisthat certain police officerswho
were either targets or persons of interest in the investigation have had long-standing
associations with, and an attachment to, a particular locality where they have served
for years.

The report provided examples of where suspect officers had served in one geographic
location for up to 16 years. This was not intended to suggest a direct link between the
amount of time an officer spendsin an areaand police corruption, but the report observed
that ‘an ingppropriate association between a police officer and persons of ill repute
needs time to develop and to be nurtured’ (p. 55).

In responseto these concerns, Police and Drugs recommended that a maximum tenure
policy be introduced to minimise the risk associated with extended service in one
geographical location. Regular rotation of officers would reduce the opportunities for
forming and maintaining corrupt associations. Additionaly, officers would receive a
breadth of experience in various locations and the community would benefit by being
policed by officers with differing levels of experience and persona styles.

Status

Theissue of lateral transfer and tenure within the QPS has been a contentious one for
some years now. The Report on the Review of the Queensland Police Service (duly
1996) made the following recommendation (recommendation 60, p. 116) regarding
lateral transfer and tenure:

The Committee recommends that the Commissioner institute a review of the way in
whichthe QPS administersthelateral transfer processand devel op and publish apolicy
which:

» setsout the proceduresfor determining the need for directed transfers;
» outlinesthe processby whichindividual officersare selected for directed transfers;

» ensuresfull considerationisgiven to compassionate grounds for exemption from or
the deferment of directed transfer;

« provides greater incentives for police to work in isolated locations;
» providesaclear policy of rotation for ‘high risk’ units and locations; and

» emphasisesthe Service' sobligationsto honour its maximum tenure agreement with
all officers.

In late 1997, the then Minister for Police established the QPS Transfer Policy Working
Group to address the implementation of this recommendation and to examine perceived
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deficiencies in the Service's transfer policies and procedures. This group agreed that
the QPS, in consultation with the CJC and the unions, should further develop its policy
on maximum tenure and related issues. Subsequently, the QPS convened a working
party with representation from the QPS, CJC, the Queend and Police Union of Employees
and the Queendand Police Commissioned Officers Union. The working party met on
two occasions. A draft report was prepared which recommended that anumber of changes
be made to the lateral transfer and tenure policies. However, these recommendations
have not been implemented.

Examination of the QPS Human Resource Manua indicates there has been no change
in the policy relating to tenure since 1995. Under section 16.1.3 of the manual, the
tenure policy is as follows:

All appointments to positions shall have atenure period of a minimum of three years
and a maximum of five years unless otherwise indicated in the relevant Police Gazette
asrequired by Section 4.2 (2) of thePolice Service (Administration) Regulation 1990.
When a police officer's maximum tenure in a position expires, the position may be
advertised at the discretion of the Commissioner or Authorised Membersinrelationto
positionsunder their control. Whereincumbent officersare not successful in retaining
their existing position viathe selection process, arrangements shall be made to move
the displaced officer surplusto another position awaiting reassignment under thelateral
transfer process.

The QPS hasindicated that it has not yet enforced the five-year maximum tenure period.
However, it should be noted that certain areas within the QPS have shorter maximum
tenure periods. These include:

e dationsin Aborigina and Torres Strait Idander communities
* isolated stations

» gpecidity areas where extended service places the officer at emotional and/or
physical risk (e.g. Accident Investigation Unit)

* some squads in State Crime Operations Command.

Advice from the QPS is that the shorter maximum tenure terms in most of these areas
arerarely enforced because the majority of officers apply for transfer prior to that time.

The QPS hasraised the following concerns about adopting ablanket policy of automatic
rotation after seven years.

» Thesocial and cultural consequences of forcing officersto rotate every seven years
would be overwhelmingly negative — officers could feel bitter towards the QPS
for enforcing such a policy and consequently job performances might suffer and
staff management become more difficult.

» Theexecution of the policy would place an excessive administrative and cost burden
on the QPS.

» Therecommended policy is unnecessarily rigid — some ‘low risk’ officers may be
well suited for extended service in a single geographical area, especialy one to
which it is difficult to attract suitable staff.

e Enforcing compulsory tenure is a mgor industrial issue which could be met (and
possibly blocked) by union and staff objections.

By letter dated 21 May 1999, the QPS provided the CJC with a draft maximum tenure
proposal which isto be considered at the QPS Senior Executive Conference to be held
in August 1999. The proposed policy aimsto encourage officersto self-initiate rel ocation
through:
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» anearly warning system (e.g. notification in the third and fourth years that maximum
tenure is imminent)

» the Career Planning Management System, which aims to have officers take
responsibility for their own careers by planning rel ocation towards the end of tenure

» more effective use of the Performance Planning and Appraisal system

» theinclusion of career planning in the early stages of the Constable Development
Program and the Management Devel opment Program.

The QPS proposal suggests that enforced maximum tenure would be strictly applied to
noncommissioned officersin small centres and branches only. In these cases, extensions
beyond the fifth year would be considered annually by the relevant Assistant
Commissioner. In support of this approach the QPS arguesthat few officersworking in
larger centres and units reach the end of their tenure period. Officers usually choose to
relocate earlier because of greater job opportunitiesin larger centres and units.

The QPS has a so proposed that al officersin charge of stations and branches will be
reviewed at the end of their tenure by the relevant District Officer and be assessed on
individual performance and on the performance of the station/branch (including the
conduct of their serving officers) against agreed performance standards. If examination
suggested poor performance or a problem, the officer might be relocated.

The QPS has further indicated that the Director, Human Resources Division, will address
the corruption prevention aspects of maximum tenure in conjunction with the Assistant
Commissioner, Ethical Standards Command, and Assistant Commissioner, CJC.

CJC comment

The CJC supports any proposal by the QPS that encourages career planning and
assessment of the performance of Officersin Charge. It aso acknowledges that full
implementation of the policy proposed in recommendation 6(i) would place a heavy
administrative burden on the QPS and could proveto be avery costly risk management
strategy. Nonetheless, the aternative policy proposed by the QPS does not sufficiently
address the concerns and problemsidentified in Police and Drugs.

As was discovered during Project Shield, many of the suspect officers were not in
middle management positions (i.e. officer-in-charge and second-in-charge). It is
important to recognise that the rational e behind recommendation 6(i) is that misconduct
and/or corruption can occur at any rank: length of service in one geographic location,
not rank, was observed to be the common characteristic among police officersinvolved
in corrupt activities.

The approach proposed by the QPS also assumes that managers and supervisors are
principaly responsible for any misconduct or corruption that occurs in their areas of
responsibility. While misconduct and corruption may often go undetected because of
poor management practices, there will be occasions where such behaviour could not
reasonably have been detected, because the suspect officer went to considerablelengths
to avoid detection by management.

The CJC'spreferred approach isto enforce amaximum tenure policy in those locations/
units that are assessed as high risk areas in terms of the potential for corruption and
official misconduct. This assessment should be based on arange of factors, such as:

» anandysis of the opportunities available in that area for police to become involved
in corrupt conduct

 intdligence data
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 the ared's complaints profile
 the number of previoudly identified cases of corruption and serious misconduct.

The QPS had aready identified areas which are high risk for emotional and physica
stress and ‘burnout’. High-risk areas for officia misconduct and corruption could be
identified by a committee comprising representatives from the QPS (in particular, the
Ethical Standards Command) and the CJC. Once an areaor work unit has been identified,
it would be a matter of gradualy implementing the policy in a clear and unambiguous
way. Suggestions for managing latera transfers resulting from a policy enforcing
maximum tenure are included in gppendix B of this report.

The proposed approach is consistent with the Fitzgerald Inquiry proposal that ‘as a
generd rule, officers should be rotated through sensitive or “high risk” areas on athree
or fiveyearsbhasis (1989, p. 255). Such apolicy would take account of the cost concerns

identified by the QPS, while enabling the issues and problems discussed in Police and

Drugs to be addressed. The CJC will continue to hold discussions with the QPS on this

matter.

Recommendation 6(ii): Commissioner to have discretion
to transfer officers

That the Commissioner of Police has unfettered discretion to transfer any officer
from a location or area if, in the Commissioner’s sole discretion, it is in the best
interests of the Queensland Police Service that such transfer occur and that such
transfer be not subject to costly, cumbersome, time-consuming reviews.

Rationale
Police and Drugs (p. 56) noted that:

It appears to be incongruous that the Commissioner of Police, in whom is vested the
responsibility for the efficient and proper administration and functioning of the Police
Service [section 4.8(l) of the Police Service Administration Act 1990], should be so
heavily constrained by the existing law and proceduresthat his capacity to transfer any
officer from aparticular locality islimited to the point where it has become an extremely
time-consuming, costly and cumbersome process.

Project Shield identified severa officers who exhibited signs of being high corruption
risks (e.g. they had a number of inappropriate associations, had worked in the area for
an undue length of time and had a record of poor conduct and work performance), but
against whom there was insufficient evidence to warrant criminal or disciplinary
proceedings. Police and Drugs considered that in such casesit wasdesirableto be able
to quickly move a suspect officer, preferably to a location where there were fewer
opportunities for involvement in corrupt activities. Latera transfer would disrupt any
improper associations that the officer might have formed and would assist in breaking
up groups of suspect officers who were working in the same area.

At present, the ‘right’ of the Commissioner of Police to transfer officers under the
Police Service Administration Actisconstrained by other legidative provisonsregarding
procedura fairness, equity and fair treatment, and the officer’s right to objection and
review. Police and Drugs argued that, whileit isnecessary to protect the employees of
the QPS from arbitrary decisions, there are certain occasions where an officer presents
such risk for the QPS and the genera community that immediate action is required.
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Status

This recommendation was referred to the CIC-QPS Discipline Working Group, but no
action has been taken as yet. In late 1999, the QPS will submit a number of legidative
amendments to the Police Service Administration Act to Parliament. It isnot clear at
this stage whether the Service intends to propose amendments that will address this
recommendation.

CJC comment

The CJC considers that the Commissioner of Police should have the authority to act
quickly to transfer any officer whose integrity has been compromised but against whom
there is not sufficient proof for disciplinary or criminal charges. However, there need
to be safeguards in place to minimise the risk of this authority being misused to remove
rivals or whistleblowers, or otherwise punish staff who have falen out of favour. In
this context, it is fitting to recall some of the evidence given to the Fitzgerald Inquiry
(p. 255):

A number of concerns have been raised about the transfer system. It has been alleged
that officers not complying with existing police conventions or the demands of certain
superiors are transferred as punishment to undesirabl e areas of the State.

Submissions to this Inquiry claimed that there have been cases where officers were
selectively posted to the country for the sole purpose of creating avacancy in Brisbane,
so that it could be filled by aperson favoured by a senior officer.

These concerns could be addressed by adopting the following procedure, based loosely
on the Commissioner’s Confidence provisions, which have been adopted in the New
South Wales Police Service in respect to dismissal:

» A submission outlining the concerns about an officer’ s integrity would be prepared
for examination by the Director, Human Resources Division, and the Assistant
Commissioner, Ethical Standards Command.

» These two officers would then jointly consult and advise the Commissioner as to
whether there is sufficient information to indicate that a transfer is necessary to
preserve ethical standards within the Service. At this time, the views of the CJC
would aso be sought.

e |If the Commissioner decides that Commissioner’s Confidence issues have been
identified, then the officer would be told of the transfer and the reason for the
transfer (i.e. concerns about his or her integrity). The officer should be given the
opportunity to make submissions to the Commissioner at this point.

» The decision to transfer should not be subject to review, in order to avoid officers
delaying these transfers and to prevent disclosure of confidential materia that may
have formed the rationale for the transfer.

To implement this process, the Police Service Administration Act would need to be
amended to expressly exclude any right of review of a‘Commissioner’s Confidence
Transfer’ by a Commissioner for Police Service Review. A limited right of review
would gtill exist under theJudicial Review Act 1991, but Schedule 2 of that Act currently
exempts the QPS from providing a statement of reasons for decisions relating to the
transfer of a police officer.

An obvious limitation to using the transfer mechanism to deal with suspect officersis
that the officer in question would till remain in the Service, dbeit at a different location
where there may be fewer opportunities for involvement in corrupt activities. In some
instances, the preferable course of action would be to dismiss the officer, rather than
samply moving him or her.
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The NSW Police Commissioner can remove a police officer if he or she ‘does not have
confidence in [that officer’s] suitability to continue as a police officer, having regard to
the police officer’ s competence, integrity, performance or conduct’ (Police Service Act
1990 [NSW], s. 181D[1]). In the Wood report (p. 353), it was argued that:

At the end of the day it is the Commissioner who must take responsibility for
inappropriate performance of the Service. It followsthat it is he who should be able to
maintain a team in whom he has confidence. This principle flows down through the
ranks. A sergeant should not be required to lead those who are not worthy of the
Commissioner’ s confidence, nor should an officer haveto work with acolleagueif that
colleague is not deserving of the Commissioner’s confidence. This Commission,
accordingly, remains strongly supportive of the retention of this discretion, and of its
exercise in away that accords with the objective for which it was created.

A very similar provision has been proposed for the Commissioner of the Victoria Police
Service? which will enable the Commissioner to dismiss police whose integrity has
become questionable or whose behaviour has brought the police service into disrepute,
causing a loss of public confidence in police.

The CJC considers that there would also be merit in giving the Commissioner of Police
apower to dismiss, aswell astransfer, officerswho are deemed to be significant integrity
risks. Such a policy should be developed in consultation with the CJC and by examining
the NSW and Victorian models. As part of this process, it will be necessary to ensure
that sufficient checks and balances are put into place to make the process transparent
and accountable and to remove any avenue for misuse.

The establishment of a ‘Commissioner’s right to transfer and dismiss', in conjunction
with a policy of automatic lateral transfer for ‘high risk’ positions, would be the ided
approach for dealing with the problems and issues discussed in Police and Drugsand
the Fitzgerald Report. The CJC will continue to monitor progress in this area.

Recommendation 12: Develop an integrated drug and
alcohol policy

That the Queensland Police Service develop an integrated Drug and Alcohol Policy
for its members.

Rationale

This recommendation resulted from one of the most important conclusions of Police
and Drugs — that recreationa use of prohibited drugs by Queendand policeis probably
widespread, particularly among younger police. The report also noted that the abuse of
alcohol and prescription drugs is of concern for policing organisations in generd. The
drug and acohol policy of the NSW Police Service was a suggested model for the
QPS. As specified in Police and Drugs(p. 72), the essential elementsin an integrated
drug and acohol policy should be:

* aninitial extensve drug and acohol education program
« the introduction of random and targeted acohol and drug testing

* the availability of counselling services for those who take advantage of amnesty
provisions for the purpose of rehabilitation

 the applications of appropriate sanctions for those who offend after receiving
counsdlling and for those who, having failed to take advantage of amnesty provisions,
test positive.

9 The proposed amendments were presented to Parliament on 22 April 1999. The provision for Commissioner’'s
Confidenceis scheduled to comeinto operation on 1 June 2000.
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Status

It has been recognised by all policing jurisdictions that drug use, particularly alcohol
use by officers, needs to be confronted. Currently, most jurisdictions have policies on
alcohol use within the workplace. In 1994, the QPS commenced a nationa research
project with the Queendand University of Technology, which resulted in the report
National Guidelinesfor Police Workplace Alcohol Policy (1997). Theguiddineswere
endorsed by all Commissioners of Police in Austraia. Another initiative of the QPS
was the Australian and New Zeal and Guidelinesfor Police Workplace Substance Use
Policy (1998).

At about the same time, the Police Education Advisory Council (PEAC) was aso
reviewing the recruitment and sel ection process of police recruitsfor the QPS. Itsreport
Policefor the Future: Review of the Recruitment and Sel ection for the Queensland
Police Service (1998) recommended the use of drug screening in the sel ection process.
The PEAC report aso stressed that drug testing should not be viewed in isolation but
considered on a Service-wide basis (p. 79).

As part of a continuing process of addressing the issues and problems associated with
drug and alcohol use, the QPS in May 1998 created a working party to develop a
comprehensive drug and alcohol policy for police officers and staff members. According
to the working party’s terms of reference, its aim is to develop a comprehensive drug
and acohal policy for the QPS that will:

e ensurethe welfare, health and safety of members of the QPS

» provide safe and supportive work environments

» provide fair and equitable responses to drug- and a cohol-related issues
» act as an anti-corruption strategy in the police workplace.

Theworking party isjointly chaired by the Assistant Commissioner, Operations Support
Command, and the Assistant Commissioner, Ethical Standards Command, with externd
representation from the Queensl and Police Commissioned Officers Union, State Public
Sector Federation, Queensland Police Union of Employees and the CJC. Interna
representation for the QPS is from the Industrial Relations Branch, Human Resource
Division, Lega Service Branch and Operations Support Command. At thetime of writing
this report, the working party had met on nine occasions.

The approach adopted by the working party to develop the drug and acohol policy has
been similar to that used by the NSW Police Service. Four subcommittees were created
in June-July 1998 to address the major components and issues in developing an
integrated drug and acohol policy:

» education, training and marketing
* rehabilitation and counselling

e drug and acohal testing

» legidation and policy implications.

The objective of each subcommittee wasto produce a discussion paper on critical issues
and make suggestions on how the QPS should proceed in each of these areas.
Callectively, the subcommittees have suggested:

» acomprehensive marketing strategy

* adrug and acohol training/information kit with an emphasis on training and
education for both prevention and awareness of the new policy and its implications
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» adrug and alcohol drug-testing program, which incorporates random, targeted and
mandatory testing along with an appropriate amnesty period

¢ amendments to the Police Service Administration Actto providealegidative basis
for the policy

» al QPS palicies and documents to be atered where appropriate
» provision of counsdlling and rehabilitation services to all police officers and staff.

The working party is currently considering the suggestions of the subcommittees.
Allowing for the phased introduction of the policy and the necessity for legidative
amendments, the working party expects complete introduction of the policy within
threeyears.

CJC comment

The CJC fully supports the introduction of an integrated drug and acohol policy for
the QPS. The consultative and phased approach being employed by the Service is
appropriate given the substantial implications of the policy for all staff. It is essentia
that each of the four elements of education, testing, counselling and sanctions is acted
upon if there is to be successful implementation of the proposed policy.

Recommendation 13: Train and educate covert police
officers

That the Queensland Police Service review the procedures for the training and
education of covert police officers and evaluate the level of emphasis currently
being given to the need for adoption of proper ethical standards upon the
reintegration of the covert police officer to mainstream policing.

Rationale

Recommendation 13 was prompted by the following aarming observations made during
Project Shield:

e There was widespread use and abuse of illicit drugs by police officers who were
former covert police officers (CPO).

» Persond relationships had developed between police officers and individuals as a
result of the police officer—informant relationship.

* A network of police officers had devel oped who had formerly been CPOs and who
frequented the premises of a mgjor criminal involved in the drug trade.

¢ CPOs had developed a benign attitude towards the commission of certain criminal
acts.

It became obvious during Project Shield that the experiences of being a CPO can have
aprofound impact on the attitude and behaviour of the officers even after their return to
‘norma’ police duties.

The major concern hereisin respect of the potentially criminal behaviour of the CPO
or former CPO, which seemsto haveresulted from thelifestyle and devel oped attitudes
of some CPOsand which tendsto occur bothinside and outside of policework. Habitual
drug offending is only part of this. The special need for inculcating ethical standards
and integrity in the training and preparation of the CPO requires emphasis ... The
available experience in Operation Shield demonstrates that a serving police officer —
aformer CPO — may upon reintegration very easily tend to engage in police work at
asuboptimal level and to exhibit an attitude or mind set which has been diluted by the
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criminal milieu from which he/she has come. An equally important aspect is the risk
that the former CPO may have come to accept an attitude towards criminal behaviour
which is well below the standard to be expected of any law enforcement officer of
integrity. Thisis avital aspect in any program for the reintegration of CPOs. (Police
and Drugs, p. 74)

In 1997, the CPO training course was three weeks long and there was no systematic
program for reintegration of CPOs. These concerns resulted in recommendation 13.

Status

The QPSis currently reviewing practices relating to CPOs and has drafted a policy on
the salection, training, supervision and reintegration of CPOs. The development of
this new policy is in response to the acknowledged problems that occur with CPOs,
particularly when integrating back into ‘normal’ duties. These issues and problems are
not unique to Queendand and have been reported by many jurisdictions internationally.

In December 1997, QPS senior management formed a committee to address the issue
of thereintegration of CPOs. Three subcommitteeswere formed to look at (i) recruitment
and training, (ii) supervision and welfare and (iii) reintegration. The goal of the
committeeisto make recommendations for the devel opment of acomprehensive policy
amed at minimising the potential for the development of problems with CPOs and
former CPOs. Its report, currently in confidential draft form, recommends the
introduction of:

» more rigorous and sophisticated selection processes, particularly for emotional and
psychologica suitability

« aminimum number of years experience as ageneral duties police officer before an
officer can apply to become a CPO (only under exceptional circumstances can this
requirement be waived)

» apolicy that ensures trainees enter covert duties as soon as possible after covert
training is complete
» amore comprehensive debrief at the end of each covert operation

 acontinuous monitoring program of psychologica and physica hedth for two years
after completion of covert duties

e along-term reintegration program which has a number of phases

» aCovert Reintegration Panel to oversee the implementation of a suitable program.

The QPS has advised that the Covert Reintegration Panel has been convened and the
draft policy will soon be disseminated for comment prior to submission for approval
from the Board of Management.

The current three-week training program to prepare officers for covert work includes
areas such as law, procedura issues and role-playing and also includes:

» discussions with current and former CPOs on the difficult situations that may
confront a CPO, particularly those that are more a question of ethics than law

» a comprehensive training syllabus, which includes a chapter caled ‘Ethics and
Covert Operations'.

During operations, coverts are supervised by their controller and are required to attend
regular meetings to discuss operational matters, including any problems the CPO may
be having. In addition, the Officer in Charge of Covert and Surveillance Operations
(State Crime Operations Command) has advised that al current CPOs have voluntarily
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agreed to an illicit-drug-testing program. This requires all CPOs to be tested prior to
the commencement of an operation as well as within two days of completion of an
operation. The officersare subject to arandom testing program during operations. Where
there is suspicion of drug use, a test can be requested. The CPOs may also request a
drug test.

The QPS has advised that an informal reintegration program has been operating for one
year. Currently, the Inspector, Education Research Unit, State Crime Operations
Command, is responsible for the reintegration of officers. An interim policy has been
drafted and will form the basis of the reintegration program for CPOs until the formal
implementation of the recommendations of the report discussed above.

This interim policy requires the Inspector, Education Research Unit, to formulate a
reintegration package that provides officers with necessary support and retraining to
return to general duties policing at the conclusion of their reintegration. Key eements
of thisinforma program are as follows:

» The CPO completes duty and is assessed. An individud training and reintegration
program is developed based on this assessment. The training component includes
the Operational Reorientation Course (designed for officerswho have not performed
genera duties policing for an extended period) and other training where necessary
(e.g. part of the Constable Development Program and/or certain Competency
Acquisition Program booklets). Ethics principles are incorporated into al training
courses provided by the Academy. The Operational Reorientation Course has ethics
integrated in the modules and also has stand-a one presentations on ethics from an
officer from the Ethical Standards Command.

¢ The officer completes a placement of two months at a metropolitan station in the
area he or she worked in before embarking on covert duties.

* Priortotransfer, the officer must have successfully completed the nominated training
and attainment of desired competency levels and been evaluated as having
satisfactory work performance.

» After reintegration, the officer may be requested to undergo health and psychometric
testing for the following two years.

The QPS is of the view that the informal program is operating successfully.

CJC comment

The CJC has been given the opportunity to examine the draft report on the reintegration
of CPOs within the QPS and is satisfied that a comprehensive review of CPO training
and education has been completed. The extensive literature review and the strategy to
identify best practice by examining internationa jurisdictions have formed the basis
of an extensive and effective review. In completing this exercise, the QPS has gone
beyond the issues described in Police and Drugs. The draft report also addresses
problems through the review of the recruitment and selection process. Clearly, an
important strategy for avoiding future problemsis to select applicantsin the first place
who appear well able to perform risky and stressful duties. The proposal for the
monitoring of former CPOsfor afurther two years after reintegration isaso an effective
mechanism for responding to some of the concerns detailed in Police and Drugs.

It would appear that the QPS has not formaly evaluated the level of emphasis given to
the adoption of proper ethical standards, but ethics training is incorporated into the
Academy-based education programs as a matter of routine, including those attended by
former CPOs.
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The approach taken by the QPS — to address all aspects from recruitment to monitoring
of former CPOs — shows that the QPS is taking a particular interest in those police
officerswho aremost at risk of devel oping problems, both as CPOs and later when they
return to general duties. It isessentia that the QPS ensuresthat the program is successful
on some objective criteria and, if not, make the necessary modifications. It is
recommended that the program be subject to aformal longitudinal evauation to assess
the effectiveness of the course and to provide information for continuous improvement.

The CJC commends the QPS on the actions taken so far in response to this
recommendation and will continue to monitor the progress of the implementation.
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Section 5: Other risk management initiatives

The majority of recommendations from Police and Drugs relate to the adoption of
new practices for risk management, or the introduction of new policies to minimise
risk in areas identified as problematic during Project Shield.

Recommendation 4: Establish an Informant Management
Plan

That the Queensland Police Service, as a matter of urgency, establish an Informant
Management Plan of the kind recently implemented in the New South Wales
Police Service.

Rationale

The CJC's investigations during the Police and Drugs Inquiry disclosed that some
officers occasionally used contact with informants as an excuse to mask inappropriate
and corrupt associations. Thiswas aso the experience of the Wood Roya Commission
and the Independent Commission Againgt Corruption (1994).

The QPS Operational and Procedures Manua (OPM) Issue 4, October 1996, required
officers to:

register informants (note: a person giving ‘one-off’ information concerning the
crimina activities of another person should not be categorised and registered as a
policeinformant; the registration of informants under the OPM guidelinesis essential
only for the management of informants used in covert operations)

record all meetings with informants (to be tape-recorded wherever possible and in
all cases suitable detailsto be recorded in the officer’ s official police diary, or in the
officer’s officia police notebook).

Severd problems with this policy were identified in Police and Drugs (p. 35):

The registration requirements suggest that the necessity to register informants is
gpplicable only to those informants who are likely to be persistent providers of
information.

The built-in secrecy of the process alows police officers to avoid the requirement
to make all necessary disclosures.

There is no systematic procedure, such as regular audits, to ensure that the policy
and rules are complied with.

There is no clarification of the elements required to exist in the police officer—
informant relationship beforeit can beformally recognised by the QPS administration
— instead, the policy permits a police officer merely to assert the existence of such
a relationship.

Recommendation 4 was made in response to the above concerns.

Police and Drugs (pp. 35-36) aso outlined some suggestions to address the problems
with the police officer—informant relationship identified in Project Shield:

... any policeofficer who claimsto be aparty to apolice officer—informant relationship,
whether it be aone-off relationship or whether it isan ongoing one with some degree of
permanence, must disclosethe existence of therelationship beforeit will berecognised
for any purpose.
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The police officer should be required to:

 record the time, date and place of each meeting with the person who it isclaimed is
the informant

» record the details of each conversation and information allegedly provided by the
informant asaseparate record in aform that can bereadily examined and scrutinised

» provide such information forthwith to the officer’s supervisor.

Failure to comply with the policy should disqualify the police officer from asserting
the existence of a police officer—informant relationship and noncompliance should be
addressed through the use of appropriate disciplinary sanctions.

In addition, there should be frequent and regular examination by the supervisor of the
officer’s written records, and guidelines should be developed for writing entries to
prevent meaningless entries such as ‘ confidential drug matters' (p. 36).

Mr Carter concluded with (p. 37):

| strongly recommend that the Queensland Police Servicereview its present procedures
for informant management, which areinadequate and clearly ineffective ... thereappears
to beno reason, in principle, that the New South Wal es[informant management] model
cannot be adopted with such modifications as may be necessary on account of any
different management structures that apply in the Queensland Police Service.

Status

There have been no changes or amendments asyet to the OPM to addressthe concerns
raised in Police and Drugs. However, the QPS has advised that State Crime Operations
Command and regiona crime coordinators have formed a committee to review the
current policy. The QPS has appointed a senior officer to overview the process, which
will include research and consultation. It is expected that the final report on therevision
of the policy will be completed by February 2000.

CJC comment

The CJC considers the development and implementation of an Informant Management
Plan to be an important priority for the QPS. There are many benefits to such apalicy,
but clearly one of the most important isthe protection it will give police officersthrough
appropriate work practices, documentation and supervison. Such a policy will aso
serve as an effective risk management tool in what is clearly one of the highest risk
areas for the formation of inappropriate relationships. In addition, a well-designed
policy helps prevent the police officer—informant relationship from being used to protect
or mask what are redlly inappropriate associations. The CJC will continue to monitor
progress in this area.
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Recommendation 7(i): Install a computer access security
screen

That those responsible for the management of the QPS computerised information
system urgently consider the insertion of a screen which requires the person
accessing data to state the purpose for which the check has been made and, if
the check is made on behalf of another person, the identity of that person and that
person’s user ID.

Rationale

Police and Drugs gives many examples of police officers and civilians accessing
computer databases for purposes unrelated to police work.!® When investigators
attempted to determine the reasons for checks being conducted, ‘those persons who
made the checks were, not surprisingly, unable or unwilling to say on whose behaf the
checks were made or for what purpose’ (Police and Drugs, p. 60). Because of these
investigative problems and the ease with which inappropriate inquiries could be made
anonymoudy and without explanation, the report recommended that a computer security
screen (‘reason for access’) beintroduced.

Status

The suggestion for an additional field in the computer system that would require the
user to identify his or her ‘reason for transaction’ has been debated for some years
now. In 1994, the Chairperson of the CJC wrote to the Commissioner of Police stating
that the continuing high number of dlegations of misuse of confidentia information
indicated that preventive action was required. The Commissioner responded that the
QPS would seek to gather information on whether the use of a*reason for transaction’
field was a viable security measure.

There has been ongoing correspondence between the CJC and QPS on this matter. In
the most recent correspondence (23 April 1999) from the Deputy Commissioner of
Police, the Deputy Commissioner said that the QPS would not be adopting this
recommendation because ‘it is not considered the additional field is of sufficient value
to judtify itsinclusion’. This letter stated that the QPS maintained the same arguments
for not having the screen that were outlined in a letter of 18 September 1997 to the
Chairperson of the CJC from the Commissioner of Police. The concerns expressed by
the QPS in the Commissioner’s letter were as follows:

» Thefacility would introduce another level of bureaucracy in the use of the system,
which would have the potentia to harm the usability and acceptance of Polaris (the
computer system used by the QPS).

e It was expected that, in a short space of time, users would enter a routine and
legitimate ‘reason for transaction’ that would mask the real reason for access.

» Theonuswould still rest with investigators to disprove the accuracy of the entry in
the ‘reason for transaction’ field during any investigation.

* A very extensive security system had been developed for Polaris that enabled
invegtigators to replay transactions.

The QPS acknowledged that the ‘reason for transaction” would serve to remind users
continuoudly of the security issues associated with accessing the system. However, it
wasfelt that this benefit did not compensate for the negative effects associated with the

0|t should be noted that civilians often perform checks on behalf of apolice officer.
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facility. The Commissioner of Police said that the issue would continue to be reviewed
in conjunction with future releases of Polaris.

CJC comment

It is the view of the CJC that the QPS should continually endeavour to improve and
implement risk management tools. It is fair to say that the adoption of any ‘ security’
practices will always incur financial costs and present some inconvenience to the
workers affected; in this case, staff will be required to perform an additiona action
when conducting checks on databases. However, the decision as to whether this
particular risk management tool should be adopted needs to be based on a broader
array of factors, such as:

Potential for misuse of databases — AsProject Shield revealed, the accessing of
databases for inappropriate and unlawful purposes was extremely common. Not
only can police officers access a database directly, they are easily able to direct or
request another person to do so on their behalf. In either case thereisno requirement
to record the identity of the inquirer (only the individual logged onto the system
when the inquiry is made) or the reason the inquiry is being made.

Given the lack of quantitative evidence from which to generdisg, it is impossble
to estimate the full extent of the inappropriate and unlawful accessing of databases,
but based on what is known through complaints and the Police and Drugs Inquiry,
thereis evidence that misuse of confidential information continues to be a problem.
Each year, the CIC’'s complaints database records a number of cases that raise
suspicion of improper access by police officers to confidentia information. In the
last financia year (1997-98), the CJC received 117 dlegations of police disclosing
or passing on confidential information (involving approximately 77 police officers).!t
The motivation for improper access may range from misplaced helpfulness/loyalty
to financia gain or other improper purposes. Whatever the motive, the disclosure
has the potential to compromise an investigation and the safety of officers, especidly
undercover operatives and cooperating witnesses.

Effectiveness of current accountability mechanism— Aswasfound during Project
Shield, it was often impossible to verify the reasons for many of the enquiries
made.

Financial cost of proposed accountability mechanism— The cost of compliance
can be minimised by design features such as pull-down menus and/or standard
identification codes (e.g. codesfor different types of reasons). However, it isaccepted
that the integration of afield would present some cost to the QPS. It is understood
through correspondence with the QPS that earlier versions of Polarishad a‘reason
for transaction’ field built-in, but that this facility was not further developed in later
versions.

Cost benefits of proposed accountability mechanism—Wherever the potentid for
misuse is reduced there are cost benefits through savings on investigations etc.
Some additional hidden saving will result as police officers and staff cease
performing unnecessary enquiries.

It has been argued that police who are intent on making unauthorised releases of
information would manufacture a plausible reason to accommodate the regquirements
of the system. Clearly, no system can guarantee that abuses of this kind will not occur;

" Theoutcomesof theseallegationsare: 3 substantiated, 44 investigated but not substantiated, 40 referred to the
QPS, 2 referred to another agency, 23 not investigated, 1 withdrawn and 4 unfinished. A finding of
‘unsubstantiated’ indicatesinsufficient evidence to commence disciplinary or criminal proceedings— it should
not be taken to mean that misconduct has not occurred.
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however, imposing arequirement to record reasonsfor accesswould be an improvement
on having no deterrent at al and would help ensure that officers requesting another
person to conduct an inquiry on their behaf (e.g. officer or civilian) are identified and
guestioned as to their reason for access.

A final relevant consideration is the possible future obligations that may be required by
the introduction of State privacy laws. In April 1998, the Legal, Congtitutional and
Adminigtrative Review Committee (LCARC) of the Queendand Parliament published
the report Privacy in Queensland. That report made 32 recommendations, including
the following:

* Queendand should introduce privacy legidation

¢ the legidation should contain information privacy principles (IPPs) relating to
persona information collected and held by Queendand government departments
and agencies

» the|PPs should be modelled on those contained in section 14 of the Commonwealth
Privacy Act 1988

« the legidation should provide for a Privacy Commissioner or Committee.

The introduction of privacy legidation would require many organisations, including
the QPS, to change and modify work practices and policies to avoid infringing the
legidation.

Some State agencies have voluntarily agreed to abide by the IPPsin the Commonwealth
privacy legidation, which ensures the processes and policies are operating when the
legidation isintroduced.*? It also demonstrates a commitment to ‘best practice’ and to
the protection of major stakeholders (e.g. the members of the general community). The
IPPs require a higher standard of protection of persona information. The ability to
show why an individual’s personal information/record was accessed becomes the
responsibility of the record-keeper. A security or ‘reason for access' screen would fulfil
this requirement.

Given the factors stated above, it is the view of the CJC that the benefits associated
with the introduction of the security screen exceed the costs. The CJC will continue to
urge the QPS to adopt acomputer security screen. The absence of thisrisk management
tool represents an unacceptabl e risk for misconduct, official misconduct and corruption.

Recommendation 7(ii): Establish a full audit trail for email

That those responsible for the management of the QPS computerised information
system urgently consider establishing a full audit trail for electronic mail.

Rationale

Project Shield revealed that el ectronic mail (email) was often used for improper reasons.
However, the ephemera nature of email (i.e. the fact that it is unlikely to be stored)
often thwarted investigators when attempting to find out the content of email
correspondence between police officers who were under investigation.

2 The CJC has adopted 8 of the 11 of the | PPs of the Commonwealth privacy legislation.

34



Police and Drugs: A follow-up report

Status

In aletter dated 25 February 1998, the Commissioner of Police advised the Chairperson
of the CJC that the QPS Executive had decided to cease maintaining an audit trail
facility for email. The reasons for this decision were as follows:

The email system is being regarded as an informal means of communication similar to
the telephone (albeit with specific instructions on use and content). Normal record
keeping policy isto apply to official information if transmitted in thisway. Thisdecision
wastakenin view of therevised assessment of the email system and thelargeresources
impact of recording and subsequently interrogating the audit facility ... in compliance
with that decision, our Manager, | nformation Security Section has ceased recording all
email traffic on an ongoing basis.

The Chairperson of the CJC responded in aletter dated 8 May 1998 requesting that the
decision be reconsidered in light of the discussion on pages 64 and 65 of Police and
Drugs. The Commissioner again wrote to the Chairperson stating that the Senior
Executive of the QPS had given serious consideration to the implementation of a full
audit trail on email but had decided it was not a viable option because:

* the expenditure to implement this facility could not be justified;

* the benefit that an audit facility provides for a small number of serious (crimind)
investigations does not justify continual surveillance of al email use; and

» the QPS does not require a smilar degree of imposition on other administrative
operations.

Advice from the Director, Information Management Division (17 May 1999), was that
the QPS should consider an audit trail facility only when the current system is replaced.
Consideration of an audit trail could then form part of the scoping and assessment
processfor any new system.

CJC comment

The QPS has presented some valid arguments and points on the difficulty of adopting
a full audit trail for email. This is a costly risk management tool which may place
considerable strain on the QPS computer system causing it to become more congested
and dower, particularly in country areas. However, the argument that there would be
insufficient benefit (in consideration of real need and cost) has assumed that misuse
of email is minima. The problem with this assumption is that it is not based on any
evidence. Furthermore, assessment of the cost benefit of an audit facility should not be
based only on the findings of Project Shield; this inquiry investigated only a small
percentage of police officers and so does not provide a measure of the prevalence of
email misuse within the QPS more broadly.

The increasing reliance and use of information technology, particularly by law
enforcement agencies, makes risk management in the area of information technology a
growing priority for organisations. Email is a cost-efficient and effective communication
tool, but can be easily misused. The CJC accepts the difficulties and delays with
implementing a full audit trail for email, but it is essential that this risk management
dtrategy bereconsidered regularly (say, every two years). Intheinterim, the QPS should
conduct a comprehensive risk assessment on the use of email. As the QPS has the
ability to conduct audits in designated aress, a random rotational audit should be
implemented so the prevalence and type of misuse can be determined to inform future
discussions and decisions. The notification to users that random rotational audits will
be conducted regularly will also deter officers and staff from improper use of email.
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Recommendations 8(i), 8(iv) & 8(v): Develop risk
management practices

Recommendation 8(i) — The Criminal Justice Commission and the Queensland
Police Service should jointly study anti-corruption techniques, particularly those
which include the value of the role of supervision in improving officer skills designed
to reduce the incidence of corruption.

Recommendation 8(iv) — That the Queensland Police Service Ethical Standards
Command should be encouraged to continue to reinforce the need for better
understanding of the process of risk management where it relates to investigations,
with the focus placed more sharply on the processes adopted by the individual
officer in the individual case.

Recommendation 8(v) — That the processes for improved supervision and risk
management should be marketed as methods which the Queensland Police
Service wishes to adopt so as to assist individual members with ‘integrity
preservation’ rather than allow them to be seen merely as cumbersome and
restrictive practices.

Rationale

These recommendations resulted from the recognition that many of the problems
identified in Police and Drugs might have been avoided with ‘ proper management and
effective supervision’, including an effective system of risk management. Although
staff at any level, in any role, can use risk management processes to identify, assess
and treat risksin their work environment, the report clearly indicates that the effective
understanding and operation of this process is a management and supervisory

responsibility.
A risk management strategy was introduced within the QPSin 1993, but it was observed

inPolice and Drugs that ‘tick and flick type processes are hardly sufficient and possibly
reflect only a superficid compliance with supervisory obligations (p. 67).

When risk management wasintroduced within the QPS, it was percelved asan dternative
to inspections. The description of the gpplication of risk management was included in
chapter 15 of the OPM entitled ‘ Inspections . QPS staff have tended to see the use of
risk management as cumbersome, time consuming, involving too much paperwork and
‘red tape’. Section 12.2.3 (pp. 262—267) of the QPS Review highlighted this concern,
noting that risk management is a good and practica strategy, but ‘the implementation
has not matched the needs of the organisation’.

Status

As recommendations 8(i), (iv) and (v) had some commonality with recommendation
185 of the QPS Review, these recommendations were referred to the Joint QPS-CJC
Working Committee oversighting the implementation of these recommendations.

In February 1998, the Working Committee resolved that the anti-corruption study be
put on hold until the staffing structure of the proposed Ethical Practices Branch had
been determined and that an Inspector within the Evaluation and Audit Branch liaise
with the Research and Prevention Division at the CJC about risk management.
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Subsequently that officer:

developed option papers for training and marketing risk management

prepared submissions for the Regiona Training Priorities Committee

redrafted the Competency Acquisition Program (CAP) module on risk management
conducted numerous presentation and awareness sessions

commenced work on a discussion paper addressing structures, trends and reporting
relationships in the public sector and policing jurisdictions.

In early 1999, afull-time position within the QPS responsible for risk management was
gpproved, with the appointee taking up duty in April 1999.

Current QPSinitiatives or proposals to further address these recommendations include:

a Risk Management Committee meeting, chaired by the Assistant Commissioner,
Ethical Standards Command

consideration given to engaging a consultant to conduct a Strategic Risk
Identification Forum and a Strategic Risk Assessment Workshop for the Risk
Management Committee

revision of aversion of the CAP module CM 406 (Risk Management) — currently
being edited by the CAP Unit

decision to develop atraining package for District Education and Training Officers
(to incorporate management and supervisory responsibilities)

submission of a draft discussion paper on the roles of the Risk Management
Committee and the Risk Management Coordinator

collation of survey datathat have been collected through risk management workshops
and a report submitted

preparation of a Senior Executive Conference discussion paper on structures, trends
and reporting relationships in the public sector and policing jurisdictions on
implementing risk management

consultation with Workplace Hedlth and Safety regarding civil litigation, including
occupationa hedlth and safety, and rehabilitation in risk management

development and trialling of worksheets for a number of systems in a format
congistent with the Guidelines for Cost Effective Interna Controls developed by
Treasury

presentations on risk management including accountabilities such as legal
compliance, loss prevention, loss minimisation, risk transfer, risk retention, disaster
recovery/business continuity planning and education and training.

CJC comment

The CJC fully supports the QPS response to these recommendations. It isimportant to
emphasise preventive strategies when dealing with official misconduct and corruption.
The use of multiple strategies, with shared responsibilities by al staff and the
commitment of senior management, is essential for effective prevention and risk
minimisation. The CJC will continue to work with the QPS on these issues.
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Conclusion

Since Police and Drugs was released some 20 months ago, substantial progress has
been made in relation to several of the report’ s recommendations. In particular:

following the provision of funding by Government, the CJC has established a
permanent anti-corruption unit, which is gpplying a proactive, inteligence-driven
approach to the investigation of police corruption

the QPS has completed a comprehensive review of procedures for handling high-

risk property and is committed to implementing the recommendations arising from
this review

the QPS has commenced development of acomprehensive Drug and Alcohol Policy
which includes provision for random and targeted drug and alcohol testing

action has been initiated by the QPS to enhance the recruitment, selection, training,
education and reintegration of CPOs

the QPS has established a working group to develop a comprehensive Informant
Management Plan.

The CJC will continue to monitor progress in relation to these recommendations and

wil

| provide what assistance it can to the QPS to facilitate their implementation.

Recommendations which have not been accepted by the QPS, or where, in the view of
the CJC, there has been inadequate progress, are those relating to:

enforced maximum tenure of officers

the Commissioner’s discretion to transfer officers
installation of a computer access security screen
establishment of a full audit trail for electronic mail.

The CJC will continue to advocate for these changes with the QPS.

Implementation of the recommendations in the report that require legidative change is
amatter for the Government and Parliament.
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Appendix A — Scenarios used in the CJC ethics
surveys

The scenarios to which the officers were asked to respond were:

Scenario 1— Officer stealscigar ettesfrom acrimescene

The local bottle shop has been broken into for the third time in so many weeks. The
responding patrol entersthe premisestowait for the owner to arrive and sort out the mess
of cigarettes and liquor lying all over the floor. One of the officers bends down, picks up
atorn pack of cigarettes from the shattered window display, and puts the pack in his
pocket.

Scenario 2 — Officer assaultsyouth whoisin custody

In a pub brawl a young female First Year Constable, responding with her partner to a
‘disturbance’ call, receives a nasty black eye from a tattooed youth wielding a billiard
cue. Asthe arrested youth isled into the cells, the male team member gives him a savage
kidney punch saying, ‘hurts, doesn’tit’.

Scenario 3— Wordsadded to suspected rapist’ sstatement (ver balling)

An offender is picked up for a particularly nasty rape/assault in alocal park. There's no
doubt he' sthe culprit. There's an excellent 1D, but the offender who is ‘ streetwise’ says
nothing. To make matters certain, the arresting officer attributes the words, ‘OK | was in
the park but | didn’t touch the bitch’ to the offender in his notebook.

Scenario 4— Registration check to get detailsof attractive woman (misuse
of confidential information)

Theyoung lady inthe Mazda sports car isvery attractive and smiles at the young officer
in the patrol car alongside at the traffic lights. The officer, following a couple of lengths
behind, radios for a vehicle registration check to find out her address.

Scenario 5— Skimming from drug exhibits

An officer decides to make alittle extra cash by taking small proportions of confiscated
drugsfrom the property room and selling it on the streets. Given the expense of amortgage
and afamily, the officer feelsjustified; besides, the users would get the drugs from some
other source anyway.
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A

ppendix B — Suggestions for enforcing

maximum tenure in high-risk areas

Those positions classified as ‘high risk’ for corruption should have a shorter
maximum tenure period of 2-5 years (depending on the areaand position). Officers
being rotated from these areas should be transferred into substantialy different
locations and/or duties.

Positions classified as ‘high-risk’ units and locations should be clearly advertised
in the Gazette for the specified term and it should be emphasised that the maximum
tenure requirement will be strictly enforced.

The classfication of ‘high-risk’ units and locations should initidly be undertaken
by a ‘transfer committee’ comprising members of the QPS (including from the
Ethica Standards Command) and the CJC. Thereafter, the committee should seek
the input and comments of the QPUE and the Commissioned Officers Union on
any draft proposal. The committee would probably need to meet on an annual basis
to review the classification of positions.

The QPS should consider adopting asystem of administering lateral transferssimilar
to that proposed in the report of the Wood Royal Commission (p. 502). That report
envisages a system whereby latera transfers of al noncommissioned officers are
the responsibility of a person designated as the State Transfers Coordinator and are
processed by a central unit under the Coordinator’s control.

The State Transfers Coordinator should receive and determine all applications for
extension of tenure. For high-risk positions, extensions should only be granted in
very specific circumstances; for example, when a current investigation would be
jeopardised (Report of Wood Royd Commission, p. 503). In addition, extensions
should only be granted for limited periods of time, with the reason for the extension
being monitored on an ongoing basis.

The fina draft of the policy on rotation should be clear, precise and unambiguous.

The policy should bewidely circulated and itsterms and benefits marketed to officers
throughout the State, both as a corruption prevention measure and as a means of
encouraging professional development and maximising career prospects. This
process should also emphasise that lateral transfer decisions are part of a Service-
wide program.

The laterd transfer procedures following the expiration of the maximum tenure
period should be fully documented and visible to all applicants in each position
description.

The lateral transfer procedures following expiration of the maximum tenure period
should again be carefully explained to all potential appointees before they accept a
position.

The policy of rotation should ensure that officers are not disadvantaged financialy
by lateral transfer.

Thepoalicy of rotation should remain flexible enough to alow for staggered expiration
of tenure so that no particular work unit is left devoid of experience and expertise
as aresult of bulk lateral transfers.

The policy should be phased-in gradualy to alow officers currently serving in the
positions designated as ‘high risk’ a period of at least 12 months to adjust their
personal affairs in the knowledge that latera transfer is unavoidable.
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