Intelligence at Work
Inside the CJC

Introduction

he term ‘intelligence’ can conjure up images of mystery,

intrigue and clandestine activity for many people. In reality,
intelligence forms a significant part of modern policing where it
contributes at all levels, from day-to-day operational planning to
more complex, long-term investigations.

The CJC uses intelligence as one of its strategies to gain a better
understanding of the criminal environment and combat crime
and corruption. Its Intelligence Division is specifically responsible
for facilitating an integrated approach to the investigation of
organised crime, major crime and official misconduct.

in brief

This information paper is designed to give you an appreciation
of how intelligence works and how this important aspect of law
enforcement is applied by the CJC.

The main issues about intelligence we cover in this paper are:
e Whatitis

e Why itis important

o the process and how we use it

e Ccommon myths

o how the CJC is accountable for its intelligence work.
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What iS inte”igence') The importance of the intelligence function within
] law enforcement has been clearly recognised by a

Intelligence is information to which meaning hagiumber of Royal Commissions into organised
been added. It is theroduct that results from an criminal activity within Australia. In 1974, the New
assessment of information. It can include informatiofouth Wales Moffit Royal Commission, in reporting
from a variety of sources which have little meaningn organised crime in clubs, identified a need for a
when viewed separately, but when viewed togetheentralised and cooperative intelligence service. In
form a clear picture of events or activities. 1979, the Woodward and Williams Royal

] o S ~ Commissions into drug activities concluded that, for
Intelligence activity involves organising informationyganised criminal activity to be successfully targeted
through a process of coII_ectlon_and_lntefpretatlo'&nd investigated, there must be an effective system
The result of FhIS process is the intelligence produg} collect, analyse and disseminate intelligence.
that can be disseminated. Similar observations were again made in 1983 by
An analogy that is often used in explaining thi'e Stewart Royal Commission and in 1984 by the
intelligence process is that of assembling a jigsatw°Stigan Royal Commission.
puzzle. Each piece of information helps gradually, 1989, Queensland’s Fitzgerald Inquiry also
to create a picture. However, unIike_ajigsaw pUZZ‘%cognised that comprehensive and accurate
where all the pieces eventually fit together, thgormation is essential to combat crime, especially

intelligence puzzle is often complicated by thrganised crime—mirroring the sentiments of the
inclusion of extra pieces, and some vital ones Maarlier Royal Commissions.

be missing, needing a plan to acquire them.
Most recentlythe 1994 Report of the Review of
- . - Commonwealth Law Enforcement Arrangements
Why IS Intelllgence Important? concluded that quality information on the nature and
Society will always have a criminal element and thextent of the criminal environment is critically
problems associated with crime and criminamportant for Government to gain a fuller
behaviour cannot be ignored. To solve and preveanderstanding of the criminal threat and to help
crime problems, decision makers must have accuraeoritise the issues that need to be addressed.
and timely information. Intelligence helps law
enforc.ement.agen_cies anticipate the prpblerr,ﬁte”igence_the process
associated with crime and develop solutions to
combat them. It not only assists in day-to-dayhe intelligence process, or ‘cycle’ as itis sometimes
operations, such as the investigation of criminglalled, was discussed briefly earlier using an analogy
offences, but, by studying past and present crineé assembling a jigsaw puzzle. There are many
trends, also predicts the threats that society may fabgbrids and variations of the process, but basically it
revolves around four interrelated key elements—
planning, collection, analysis and dissemination.

Collection

Analysis

Planning

Dissemination

THE INTELLIGENCE PROCESS
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Planning. Planning involves determining the size
and shape of the puzzle, identifying the pieces th
are needed to solve it, and deciding how those pied
are to be collectedn short, it involves identifying
the problem and determining what needs to be do ==l
The extent or size of a particular threat is placed : —
context by studying the information available on th
subject while looking at other threats and crim
trends.

The entire intelligence process hinges on the quali
of planning used throughout the process. God
planning provides clear direction to drive the
intelligence effort. Priorities are established
collection plans developed, and resources allocat
in a focused manner. Emerging threats are continua
assessed and plans updated as additional informat
is received and assessed.

Collection. During this phase, the collection plans
are implemented and data required are obtained. T
is when the pieces of the puzzle are physically locatg
and collected.

Information is gathered systematically from a widerne analysis can vary in focus from longer term
variety of sources, many of which are publiclystrategic assessments of particular aspects of
available, such as newspapers, periodicals, books &figianised crime and the threat they pose, to more
academic journals. Raw data also come from leg$mediate operational matters such as identifying
accessible sources, such as investigations and liaisQijtable targets to be investigated or providing

with other intelligence services, or from membergnaytical support to ongoing investigations.
of the public that have knowledge of suspected

criminal activity. Surveillance, both physical and_ . inati Th ¢ collecti
electronic, can also contribute useful information, [P1SS€Mination. The purpose of collecting

is important to stress that collection methods aijgformatlon Is not just to have it, but to use it wisely.

limited to those permitted by law. Intrusive methods_',v""‘te_rlal generated thro_ugh the mte_lllgenf:e Process
of little value unless it is made available in a timely

such as listening devices, can only be used ¥ ) o
approved by the Supreme Court. manner to the appropriate people and organisations.

The collection phase is important because withodth€ intelligence material, often referred to as a
the continual collection and flow of information there Product’, is the description of the picture that has

would be no intelligence to support the developmehteen developed. It may take the form of strategic
of anti-crime strategies. advice on the criminal environment, a tactical target

proposal or operational data relevant to an ongoing

. . investigation. It can be presented in detailed written
Analysis. Analysis is the stage where the puzzlgy electronically or orally.

pieces are examined and assembled to create a

picture. Information is put in context with otherintelligence can be used for the investigation and
relevant data or events and meaning is derivedpprehension of criminal offenders and as a strategic
Analysis provides the basis for an inference otool for decision and policy making. In the latter case,
conclusion, which may be presented as a finding argglvice regarding significant crime trends and issues
lead to recommendations. Inferences or conclusionglating to organised crime can assist in the early
can relate to: identification of potential problems and be
'gwstrumental in the development of appropriate

e current or past events, in the form of description _ -
strategies and policies to counter them.

of what has occurred or is occurring

e future events, in the form of estimates or
predictions of what may occur.
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Intelligence and crime prevention Our main objective is:

to facilitate an integrated approach to the
investigation of organised crime, major crime and
official misconduct through the management of

In addition to assisting with the investigation
of crime, intelligence can also help prevent crime.

The accumulation and use of intelligence about criminalintelligence.

criminals, their behaviour patterns, trends in criminglye|ligence analysts gather and process information
activities and the behaviour of crlmlnal_ groups €agy, the activities of individuals and groups that are
contribute to the development of strategies to preveljignected or known to be involved in criminal acts.

crime. This is particularly so for strategic intelligencerhg jnformation is stored in a secure Intelligence
work, which is concerned with positioning IaWDatabase

enforcement agencies to anticipate and deal with
crime pro-actively. Establishing the Database was one of the first tasks

. e . __that the Intelligence Division undertook. The
Strategic assessments provide insight into the impg¢L - p-ce was operational by 1992 and it now

that crime groups and their operations are having, Ofntains a significant amount of refined data that

may have, on the co_mmu_nity—either directly 0highlight the complex groupings of people involved
indirectly. This form of intelligence product can helg,, organised and major crime.

assess a particular community’s vulnerability to

organised criminal activity and contribute to criméAnalysts collate, interpret and analyse information

prevention initiatives. and disseminate the resulting product to authorised
personnel and organisations. This ongoing process
is the Intelligence Division’s core function. However,

Inte”igence and the Crimina| management of the data through the maintenance of

. . . the Database is also critically important.
Justice Commission

The CJC'’s intelligence work can be tactical,

The CJC’s Intel“gence DIVISIOI‘I |S one Operational or Strategic'
of five operational Divisions within the organisation.
Its goal is to provide an effective, professional and
specialist criminal intelligence service. Its clien
groups include the investigative arm of the CJC, t
Queensland Police Service (QPS), the Queensls

Government and other law enforcement agencies
Australia and overseas.

Tactical. Involves researching and analysing current
criminal activities in order to identify specific targets
and develop a clear picture of a target's activities
and areas of vulnerability. This is commonly referred
to as ‘intelligence profiling’ and frequently results
in the identified targets being further investigated by
the CJC’s investigative teams.
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Operational. Involves ongoing intelligence supportour knowledge of particular crime groups and
to investigations conducted by the CJC or oth@riminal activities.

agencies. Operational intelligence activities in thg : vsis look he bid bi ; ised
CJC usually involve intelligence staff working t'rateglc analysis 0o satthe big plqtureo organise
directly with an investigation team to enhance the 'Me activity. Analyst_s assess the information they
picture of specific criminal activity. receive or gather using their knowledge of local,
regional, national and global trends. The
organisational structures of specific crime groups are
Strategic. Involves the long-term assessment o§tudied; their characteristics, traits, and methods of
criminal activity and crime trends, with particularoperation examined, exposing their strengths and
emphasis on organised crime and corruption. Weaknesses and the threat they pose to our society.

requires careful and methodical analysis of crime

groups or networks that we have identified as thredgd!r €arly studies of crime groups have guided our
to the Queensland community. investigations into major criminal networks and

syndicates. Intelligence is continually upgraded as
Strategic analysis is at the heart of our intelligenctata become available from the investigations and
work. Each strategic project has a carefully preparerough cooperative relationships with other law
management plan. This enables an orderly gatherisgforcement organisations.
of data, which results in the steady development of

THE CYCLE BUSINESS

The information that we collect and analyse during our longer term studies of crime groups
can form the basis of tactical investigations. Our study of one organised crime group uncovered
a trail of amphetamines and cannabis hidden behind a business front.

Information that members of a crime group were producing and selling large quantities of
amphetamines came to the CJC through our long-term investigation into a crime group. It was
thought that the people involved worked for a large motorcycle sales and repairs business,
which was used to sell and distribute the illicit drugs.

Our initial evaluation indicated that the allegation had substance and a multi-disciplinary
team was assigned to investigate further. Over the next six months, we studied the people’s
activities and their business front using static and mobile surveillance and, after the Supreme
Court consented, listening devices. The investigation provided enough evidence to support
the original allegations.

Search warrants were executed simultaneously at four locations, including the motorcycle
business, and 263 grams of amphetamine and 1108 grams of cannabis sativa were seized.

The investigation resulted in five people facing drugs and firearm charges. Four pleaded
guilty and the fifth was convicted after trial in the Supreme Court.

CrIMINAL JusTiCE COMMISSION
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THE Gypsy CONNECTION

A major three-year investigation into a heroin network illustrates how tactical and operational
intelligence can bring criminal organisations to task for their illegal activities.

Information came to the CJC about suspected heroin dealers operating in South-East Queensland.
A tactical intelligence probe began, collecting information which indicated that a substantial
drug trafficking network with interstate links had acquired a foothold in the State.

We began a joint operation with the assistance of the Australian Federal Police (AFP). An

undercover officer made controlled purchases of heroin from the targets and gathered crucial
information about the heroin network and its sources of supply. It became clear that the group
was very much part of a national network, purchasing its supplies from Melbourne, Sydney and
sometimes Adelaide.

The first phase of the operation concluded with 14 arrests. Intelligence gained about the network
and its activities enabled further data to be gathered against higher level members and the operation
moved into a second phase.

A Gold Coast heroin supplier, thought to be responsible for the largest quantities of heroin moving
into Queensland, was selected as the next target and kept under close surveillance for several
weeks.

The supplier, the ‘Gypsy Connection’, unwittingly led investigators to caches of heroin. Evidence
was obtained of him storing and removing the drug from various hiding places. Eventually,
almost a pound of rock heroin was seized. Cooperation with the AFP allowed couriers to be
tracked interstate and for his Victorian heroin source to be identified. Financial analysts identified
the target’s assets for proceeds-of-crime action and gathered information on possible money
laundering methods.

The Gold Coast dealer was the highest level member of the network in Queensland. He had
substantial assets, including a luxury home at Runaway Bay, and worked closely with high-level
criminals in Victoria. He received a record 20 years in prison and his assets were confiscated
under proceeds-of-crime legislation. Three other members of his family were also arrested.

The operation attacked the overall heroin network through selective targeting of key players.
This was made possible by working cooperatively with other law enforcement agencies and
using a multi-disciplinary approach, which combines the skills of experts in law, criminal and
financial intelligence, investigation and surveillance.

At the conclusion of the investigations, the tactical and operational intelligence acquired was
carefully analysed from a strategic perspective. The knowledge gained on the activities of this
particular criminal fraternity gave the CJC a greater understanding of this aspect of organised
crime and contributed several pieces to the crime ‘puzzle’.
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Criminal intelligence and o extortion
organised crime e violence

e Mmoney laundering.
What is organised crime? We refer to organised crime
many times in this document. That is because, evéfe problem of organised crime is a global one. It
though intelligence is vital to policing at all levelshas become the ‘business of crime’, thriving on
within the CJC itis in the investigation of organise@lemands for illicit goods and services.
crime that intelligence performs a significant role.

Organised crime is serious crime that is committe@rganlsed crime in Queensland

in a systematic way. It usually involves a number aueensland faces a significant threat from organised
people, substantial planning and organisation, ar#éime. Organised crime groups are attracted by the
sophisticated methods. State’s developing economy and healthy tourism

A core activity frequently associated with organise'c? dustry.

crime is corruption. In his report on the Fitzgerald'he scope of organised criminal activity in
Inquiry, the then Commissioner, G.E. Fitzgerald Q@Queensland is diverse and complex. Many offences
observed that organised crime can exploit weaknessge committed without ever coming to the attention
in human nature and vulnerabilities in public an@f the authorities because there are no clearly
private institutions. identifiable ‘victims’ involved. This is particularly
Organised crime affects all levels of society. Thgue Of vice a’.‘d drug activities, Wh'c.h are frquemly
. i ._associated with organised crime. With the traditional
impact may result in increased taxes, property crime . ;
approach to law enforcement being to react to crimes
and drug-related deaths. . . ;
as they are reported, organised crime groups in
Organised crime and associated criminal activiti€gueensland were virtually untouched by the criminal

are often quite intricate, and may involve: justice system before the Fitzgerald Inquiry.

o fraud and other kinds of white collar crime  The complex nature of organised crime means that it
needs a careful and detailed assessment before any
successful investigative inroads can be made. The
intelligence function can make a significant
contribution to such assessments.

e illegal drug dealings

The CJC is responsible for coordinating Queensland’s
response to the problem of organised crime.
Specifically, the CJC is charged with:

e overseeing criminal intelligence matters and
managing criminal intelligence with specific
significance to major crime, organised crime and
official misconduct

e undertaking investigations into organised and
major crime that, in the CJC’s opinion, cannot
appropriately or effectively be carried out by the
Police Service or other agencies of the State.

The CJC'’s Intelligence Division embarked upon an
assessment of organised crime in Queensland in
1991. This collection and analysis of material on
major areas of criminal threat was the first of its kind
in Queensland. The activities of specific crime groups
were identified as targets and long-term strategies
have been developed and implemented for a pro-
active attack on organised crime.
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In conducting this examination, the CJC adopts strategies. We have also established an extensive
multi-disciplinary approach by combining theliaison network with other law enforcement agencies
expertise of investigators, financial analyststhroughout Australia and internationally. These
intelligence analysts and lawyers. In this wayarrangements allow us to share intelligence and
intelligence assessments continually benefit fromrovide management for joint operations and other
data collected during investigations. Our strateggupport as required. Regular liaison and active
intelligence projects have enhanced thparticipation in nationally coordinated efforts have
understanding of organised crime in Queensland.proved fruitful.

) In December 1992, the CJC joined forces with the
A coordinated approach QPS to mount an attack on organised crime in

The key figures in crime are often part of nationaguéensland by forming the Joint Organised Crime
and international groups, so we undertakgaSk Force (JOCTF).

investigations and share intelligence with other crimene JO0CTE conducts investigations into specific
fighting organisations in Australia and overseas. Thiga55 of organised crime identified during our early

keeps us aware of trends that extend beyond qiffjjection and analysis of material on major areas of
borders, allowing us to identify pro-actively potentialriminal threat. The JOCTF also acts as a vital data
threats and develop strategies to counter them. cqjjection point for the Intelligence Division. The

Fitzgerald recognised that the problem of organisddformation that has flowed from its activities has
crime needed to be tackled through an integrat@§Sisted in developing a clearer understanding of
and comprehensive, rather than a piecemeeﬂarts of the organised crime puzzle. The JOCTF has

approach. The CJC contributes to this effort b§'SO helped us acquire many of the missing pieces
pioneering intelligence-led law enforcemenf! the puzzle.

A LICENCE TO CORRUPT

Our practice of involving intelligence analysts in our investigations can result in the ‘bigger picture’
being identified. Operational intelligence can help to unravel the complicated web that can hide
criminal activity.

A single complaint that driver’s licences and vehicle registration papers were being improperly
issued has seen 33 people charged with more than 600 offences relating to corruption of{farmer
Department of Transport officers.

After identifying the officers who had fraudulently issued the documents, we were faced with the
task of determining the extent of the corrupt activities.

A multi-disciplinary investigative team undertook this aspect of the investigation. Information on
all documents issued by the offenders was examined and extensive data matching was conducted
to eliminate legitimate documents. This process identified in excess of 150 false driver’s licences
issued in one year.

Many of the licences were issued in false names, but careful collection and assessment of intelligence
enabled 43 recipients to be identified. Some of the people were found to be involved infother
criminal activity including drugs, firearms and fauna offences. Several holders of the corruptly
obtained documents were found to be members of outlaw motorcycle gangs that were being
investigated by the Joint Organised Crime Task Force.

This investigation resulted in not only the identification of corrupt practices, but also identified
many of the people who had used these documents for other criminal activities.
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The JOCTF has adopted the CJC’s philosopH$ecrecy for secrecy’ssake’. The Big Brother
relating to organised crime of going after the entil’ﬁ]yth is fed by the degree of confidentiality we
criminal enterprise rather than individuals. Teams @faintain about the information that we gather.
intelligence and financial analysts, specialist

interpreters, experienced police investigators, |awye||t§5 important to maintain strict control of intelligence
and other experts work together to identify the fulnformation because it is not proof or evidence, nor
extent of the criminal activity. The JOCTF alsds it a widely accepted fact known by the general

receives Support from the CJ@rvei”ance Community. It must be treated with caution
technicalandproceeds of crimanits. throughout the process, from its initial receipt through

to its eventual use.
Appropriate use of the CJC’s compulsory powers,

such as the power to summons witnesses to hearinlgéelligence is an indicator of criminal activity. It

provides vital information for both investigative anddrovides a basis for further inquiries to provide
intelligence purposes. corroboration and develop evidence.

The JOCTF is extremely active. It was involved iYVe are very careful about how our intelligence
27 joint and associated operations during 1994-9%aterial is used. To make it public would be
alone. Many of the operations are ongoing, and th&esponsible because it could be unfair to the persons
continuing collection and analysis of information i®r organisations that are the subject of the

providing intelligence that will stimulate futureunconfirmed intelligence. Untimely release of
investigations. information can also jeopardise investigations.

While the CJC is primarily concerned with organised

crime from the Queensland perspective, our tactichhte”igence and
and strategic work also contributes to nationally L
coordinated operations and investigations, such @eCCOUﬂtab”Ity
those conducted by the National Crime Authorit

NCA) and the Australian Bureau of Criminal>4" intelligence  activity is governed
I(ntellig;ence (ABCI). by the highest standards of securitiie Criminal

Justice Acspecifies that our intelligence records can
only be accessed by people deemed to have a

Common m isconceptions legitimate right to the information.

Intelliqgence activity is often carried OutThe Intelligence Division is housed in a secure area.
9 y The Intelligence Database can only be accessed by

b.eh'”d the scenes. Because itis not oflesoore authorised staff. The CJC operates on a ‘need to
visible aspects of law enforcement work, a numbegr

of misconceptions surround the nature of the wor now" basis, and intelligence material is only
P l8isseminated to law enforcement personnel that have

a legitimate need and right to know.
‘Big Brother’. One of these is what we call the
‘Big Brother’ myth, which is based on the premis . -
that intelligence activities can be used to monitor tf%nsurmg accountablllty
community in general. There are many safeguards written intoGhieninal

] ~Justice Actto make sure that we are accountable,
Nothing could be further from the truth. The aim ofgactive and efficient.

intelligence work is to identify criminal threats and

provide law enforcement agencies with vitaWithin the CJC, the Intelligence function is
information and advice to help protect the communitgccountable to the Director of Intelligence, who in
from criminal activity. The only information of use turn reports directly to the Chairperson. We also have
to the CJC concerns corrupt or criminal behavioutour part-time Commissioners, who represent the
Our aim is to contribute to the curtailment of theseommunity in overseeing our work.

activities.
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The intelligence holdings are managed in accordan':ﬂte| | igence—a vital
with the principles of Commonwealth privacy

legislation and regular audits are conducted to ensdrdvestigative tool
procedures are correctly followed. Information is _ _ _ ,
evaluated before being included in the Databasgrganised and major crime groups in

Information that is found to be groundless, incorrecfiustralia have developed to the point where law
or beyond corroboration is not retained. enforcement agencies must use sophisticated means

to detect, investigate and control criminal activity.

Our major ‘watchdog’ is the Parliamentary Criminallraditional reactive law enforcement methods are no
Justice Committee, commonly referred to as thienger sufficient to tackle the sophistication of today’s
PCJC. The PCJC reports on our activities to th®ganised crime syndicates. Nor can a single agency,
Parliament. It conducts major reviews of ther single discipline, be successful working in
organisation every three years as well as regular augdg|ation.
of our intelligence activities and other areas of the
organisation. In a recent audit of the Database ahdng-term results can only be achieved using a
related intelligence procedures, the PCJC noted tbembination of investigative, legal, financial and
high standard of internal audit procedures and poli¢gtelligence expertise in a multi-disciplinary
guidelines. environment where information sharing between

o _ agencies is the key. A modern, sophisticated approach
Another accountability mechanism for th&q criminal intelligence activity will provide society

organisation is judicial review through the courts. Weg i, meaningful protection from the growing menace
strive to be publicly accountable while protecting thgs organised crime.

confidentiality required by our investigations.
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