Queensland Health

eHealth Queensland

Queensland
Government

P2Sentinel

P2Sentinel is a third-party application to Cerner Millennium that records audit event logs of access to
patient information and activities of Cerner Millennium users. Reports include low level detail such as user
details, patient information and event types which describe the actions performed by the user (View, Open
Chart, Search etc).

Access to the P2Sentinel application is managed by the DAS ieMR Application Support team and is not
currently available to resources external to this team. Data is retained on the servers and is never archived
or deleted. Access to scheduled monthly reports is restricted to authorised personnel which typically sit
within Health Information Management Services. Ad hoc requests can be placed and must be approved in
writing by the site authorised person (HIM). All requests must be logged through ServiceNOW.

Reports
Audit reports can be provided in one of two ways:
1. Scheduled monthly reports
e Several reports are generated monthly containing the previous months audit data
e Reports are saved to local secure share drive for authorised users to retrieve
e Reports are filtered by user location and provided to relevant site
e Scheduled reports are provided for:
Excessive person searches by Hour
Failed Logins
Same Last Name as Patient

Same Name as Patient

2. Ad hoc requests
e Any user can request an ad hoc report specific to a user, a patient or a combination of both
o All requests must be approved by site specific authorised personnel

e Reports are saved to local secure share drive for the requester to retrieve
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System Workflow
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Listener Managed
Directories

Log fles are rotated at a
configured interval to a
monitored directory.

Once log fies have been
successfully processed and
reached a configured age
they are purged

Collector
The Collector automates the
collection and loading of log data into
one or more SLS tables.

The Collector's retriever process runs.
every 15 seconds and finds fles that
have been in the monitored
directories untouched for 2 minutes.

Any found fleis copiedinto a

Once the Collectors
Loader loads the files from the queue
directory and loads them into the SLS

table. Once successiully loaded, the
fies are moved to the queue’s done
directory.

Cerner
P2 Sentinel Data Flow

SLS Datastore
(Scalable Log Server)
Stores audit data and indexes & for easy

querying.
The data is stored ina fle system hierarchy.

cerner_millennium/<time>/<column
compressed fie>
Datais stored in GMT
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Non-Cerner Clinical Systems

Healthcare
* CemerClassic
* Non-Cemer clinicol systems
(i.e. McKesson, Epic, GE/IDX, Misys)

P2Sentinel User
Privacy / Security / Compliance
officers use the data captured
in P2Sentinel for analysis and
reporting.

Other Applications

* ERP Systems

* FinoncialSystems

* HR Systems- PeopleSoit

ture & Horizontal Applicati
Access Control Systems
IdentityMonogement Systems ' .
Database Listener/AuditEvents

Web Proxy Logs

E-mail ServerLogs
Web/AppServerLogs

Network Systems

* Firewalls/VPN

* Routers/Switches

» Remote Access Systems
* Troffic Mgmt Systems
= DHCP
.

IDS/IPS
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» SyslogEvents

= SystemEvents

» SecurityEvents 4
* Mainfrome OS/Audit Logs
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